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1 ABOUT THIS DOCUMENT

Mobile Device Management (MDM) of iPhone OS 4 was implemented by Apple for enterprise
customers. introduces device management of the Apple iPhone OS 4 for Enterprises in
both single and Multi-Network deployments.

This document is intended to provide an overview of the process necessary to enable device
management of iPhone i0S 4 capable devices with

1.1 Platforms

Devices: iPhone 3G*, iPhone 3GS*, iPhone 4*
*Must support the following operating systems 4, 4.0.1, 4.0.2, 4.1 or 4.2.
Other:

* Apple Push Notification Server
¢ iPhone Configuration Utility 2.0 and higher

e Apple REQUIRES access to a MacIntosh computer with Mac OS X Leopard that has the Keychain
Access application. NOTE: For the latest details, see the Program User Guide available from the
10S Provisioning Portal.

1.2 Requirements

¢ You must be enrolled in Apple’s i0S Developer Enterprise Program
(http://developer.apple.com/programs/ios/enterprise/) as an Apple Developer

1.3 Useful Documents and Downloads

Refer to the following Apple documents and customer sites:

* Apple Enterprise Deployment Guide:
http://manuals.info.apple.com/en_US/Enterprise Deployment_Guide,pdf

* Download the iPhone Configuration Utility from:
http://www.apple.com/support/iphone/enterprise/

* Program User Guide and How To’s available from the 10S Provisioning Portal (must be logged in
as a member).

Refer to the following [ ] documents:

— System Security Officer Administration Guide version
— Diagnostic Manager, Configuration Manager User Guide version
—Admm Customer Administration) User Guide version
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2 USING [l TO ENABLE DEVICE MANAGEMENT FOR
IPHONE i0S 4 CAPABLE DEVICES

2.1 Checklist

The table below contains a checklist of the sequence of actions to be performed to prepare an
iPhone to be managed using

Done? Actions
d Enterprise Administrator* generates APNS Certificate for each enterprise.
a Enterprise Administrator imports APNS Certificate to[JJJjjj.

NOTE: Certificates expire one year after issue date. Therefore, the tasks to generate
and import APNS certificates are not often used.

Enterprise Administrator creates Profiles.

Enterprise Administrator adds Profiles.

Enterprise Administrator sends Profiles.

00|0|0o

Enterprise Administrator enrolls and manages devices.

NOTE: A device is enrolled only one time but management is ongoing.

*The Enterprise Administrator is an employee of the enterprise who manages groups, users, devices
and operations within the group structur to manage as
per the SSO or Top Administrator. Enterprise Administrator itself is not an existing role in It
must be created or another role, such as cust_admin can be used.

2.2 Generating APNS certificates

An APNS Certificate is required by Apple for each enterprise in the infrastructure. This certificate is
used to enable communications between -and the Apple Push Notification Server (APNS). APNS
pushes notifications to an iPhone.

To obtain an APNS certificate, go to https://developer.apple.com/, log in and select the i0S
Provisioning Portal. If necessary, review the Program User Guide and How To’s for details on
creating certificates.

2.3 Adding APNS Certificates
Once you have the certificate, add it to into [}

NOTE: -supports multiple certificates to allow certificates to be assigned at a group level;
only one certificate can be assigned to a group.

To add, modify or delete an APNS Certificate

1. Logon tof} The User Search page displays.
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