DO NOT DISTRIBUTE

IMPORTANT INFORMATION FOR TESTERS:

Remember that this is still a draft. It’s pretty solid but I do have some outstanding items. However,
you can begin your testing. A few things to note:

1

Testing: In order to properly test this document and demo, you must complete the entire
installation in the sequence presented in this document. If you install only certain products, I
cannot guarantee anything. As for the exercises, I would like to have them all tested to confirm
that the installation works. Also, this should provide you with the best possible experience.

Support: I will be available at tara.english-sweeney@hp.com or through tara.english-
sweeney@jabber.hp.com to handle any technical issues that you run into. I will respond as
quickly as possible and if necessary, we can set up a call or netmeeting. I am in my office Monday
through Thursday in New Jersey (EST).

Feedback: Please provide your feedback by tracking changes in the document or using the
comments feature. If you need help using these features, please check the online help or contact me
for assistance. I am looking forward to your feedback. However, due to limited cycles:

— General questions - | am going to ask that you limit feedback to this document and demo. For
example, if you want to know why an install is done a certain way that is something that
would go through different channels.

— Solutions - Please do not provide feedback in the form of a question, such as “why are we
doing this?” Please provide a direct suggested change. If you want me to include it, please
find out and tell me what you would like to see added or changed.

— Formatting- This document has not been edited. Please do not comment on formatting,
numbering issues, grammar and so on. We will have a full edit performed after the test cycle
is complete.

— Editing - Although we will go through a complete edit, please do keep your eye out for
consistency in terminology. Note that we are using the existing product names and not the
ones that will be rebranded.

— Technical accuracy - If you are a somewhat experienced user, please review for technical
accuracy as well.

Responding to my open items: Please take the time to review my comments and questions
throughout. If you can answer, please do!

Remember our audience: It is very important to keep in mind that our target audience is HP
EMPLOYEES NEW TO HP OPENVIEW CONFIGURATION MANAGEMENT SOLUTIONS.
Therefore, if something is not clear, please let me know and make suggestions on how to clarify
or simplify whenever possible.

Improvements: If you have any ideas on how to improve this document, please let me know.
Even if they don’t make it into this version, I will track the items for the next revision.

Experience: If you run into issues that are things that you know how to fix as an experienced HP
OVCM Solutions user, but that a new user might not know, please let me know. I may consider
adding a troubleshooting section or adding more information in the appropriate places in this
version or later.

Glossary: The glossary on the DVD is currently being reviewed by another group. I included it as
reference although the final version of the glossary will also include additional information about
how to find terms and how to use Advanced Self Solve. If you do have comments, please send
them to Janet May (OVCM) at may@hp.com.


mailto:tara.english-sweeney@hp.com
mailto:tara.english-sweeney@jabber.hp.com
mailto:tara.english-sweeney@jabber.hp.com

KNOWN ISSUES:

e Patch manager causes many nvdKits to run causing the processor to reach 100%. This has been
reported to dev and they have a fix that has not been released. Therefore, we are using a utility
called MoveRIS in this version to handle this issue.

e  We are currently still using the name Radia in certain cases, including in passwords. This will
change in future revisions.

Possible items for next revision:

e Break/fix scenario for Patches

e Break/fix scenario for Application Manager

e Exercise for Configuration Analyzer from creating state files to comparing

e Exercise for Proxy \Server] [ Commented [TES1]: Pl;ease feel free to add suggestions here. ]
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This manual’s title page contains the following identifying information:

e Software Version number, which indicates the software version

e Document release date, which changes each time the document is updated

e Software release date, which indicates the release date of this version of the software

To check for recent updates or to verify that you are using the most recent edition, visit the following URL:

ovweb.external.hp.com/lpe/doc_serv/

You will also receive updated or new editions if you subscribe to the appropriate product support service. Contact
your HP sales representative for details.
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Support

You can visit the HP OpenView support web site at:
www.hp.com/managementsoftware/support

This Web site provides contact information and details about the products, services, and support that HP OpenView
offers.

HP OpenView online software support provides customer self-solve capabilities. It provides a fast and efficient way to
access interactive technical support tools needed to manage your business. As a valuable support customer, you can
benefit by using the support site to:

e Search for knowledge documents of interest

e  Submit enhancement requests online

e Download software patches

e Submit and track progress on support cases

e  Manage a support contract

e  Look up HP support contacts

e Review information about available services

e Enter discussions with other software customers

e Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also require a support
contract.

To find more information about access levels, go to:
www.hp.com/managementsoftware/access_level
To register for an HP Passport ID, go to:

www.managementsoftware.hp.com/passport-registration.html


http://www.hp.com/managementsoftware/support
http://www.hp.com/managementsoftware/access_level
http://www.managementsoftware.hp.com/passport-registration.html

Contents

1 ADOUT ThiS GUIAE ...t 9
Introduction 9
Audience 9
Prerequisites 9
Summary 9

Welcome to Configuration Management Solutions 9
Essential Processes 10
Preparing the HP OpenView Configuration Management Solutions Environment 10
Installing the HP OpenView Configuration Management Solutions Software 10
Using the HP OpenView Configuration Management Solutions 10
Advanced Exercises 10
Related Documents 10
2 Essential HP OpenView Configurafion Management Solutions............... 13
Terminology 14

HP OpenView Configuration Management Solutions Overview 15
HP OpenView Management Applications Using Radia 15

HP OpenView Application Manager Using Radia 16

HP OpenView Software Manager Using Radia 16

HP OpenView Patch Manager Using Radia 16

HP OpenView Usage Manager Using Radia 17

HP OpenView Management Infrastructure Using Radia 17

HP OpenView Configuration Server Using Radia 17

HP OpenView Configuration Server Database Using Radia 17

HP OpenView Administrator Workstation Using Radia 18
Extended Infrastructure 19
Products 20
Components 23
Management Extensions 26

HP OpenView Policy Server Using Radia 26

HP OpenView Knowledge Base Manager Using Radia 27
Infrastructure Example 28
3 ESSENTIAI PrOCESSES ...ttt ettt 30
About Radia Client Objects 30
The Client Connect Process 31
Tree Differencing 31

Data Transfer 32

State Machine 33

The Resolution Process 34
Installations and Exercises 39




4 Preparing the HP OpenView Configuration Management Solutions

ENVIFONMENT ..ot 41
Host Machine Requirements 41
Setting Up Your Virtual Environment 41

5 Installing the HP OpenView Configuration Management Solutions

SOMWAIE ... 45
About the installation media and tools 45
Before You Begin 47
Reference Guide for the Environment 47

General Setup 47
Creating and Configuring SQL Databases 50
Installing the HP OpenView Configuration Server Using Radia 52
Updating the HP OpenView Configuration Server Using Radia 53
Installing and Configuring the Administrator Workstation 54
Performing Radia Self Maintenance 56
Updating the HP OpenView System Explorer Using Radia 56
Installing and Configuring the HP OpenView Patch Manager Using Radia 56
Using the MoveRIS Utility (internal use only) 58
Acquiring Patches 58
Installing the HP OpenView Proxy Server Using Radia 59
Installing the HP OpenView Management Portal Using Radia 60
Configuring the Management Portal to access the Configuration Server 61
Installing the HP OpenView Messaging Server Using Radia 62
Installing and Configuring the HP OpenView Policy Server Using Radia 63
Modifying the Active Directory Schema 63
Installing the HP OpenView Policy Server Using Radia 64
Configuring the HP OpenView Policy Server Using Radia for Active Directory 64
Configuring the HP OpenView Management Portal Using Radia for Active Directory 65
Configuring the LDAP Method 66
Modifying the HP OpenView Configuration Server Using Radia 69
Modifying the Configuration Server’s Profile 71
Installing HP OpenView Packager for Windows Using Radia 71
Installing and Configuring the HP OpenView Knowledge Base Manager Using Radia 72
Installing and Configuring HP OpenView Usage Manager Using Radia 72
Modifying the HP OpenView Usage Manager Using Radia Database 73
Configuring the HP OpenView Usage Manager Using Radia Client 73
Setting the Usage Manager’s Serial Number 74

Setting the Collection Point 74
Updating the Usage Manager Client 75
Installing the Usage Manager Administrator 76
Updating the HP OpenView Usage Manager Using Radia 77
Configuring the HP OpenView Knowledge Base Manager Using Radia 77

6 Error! Reference source not found.



Installing and Configuring the HP OpenView Reporting Server Using Radia

Configuring Microsoft’s Internet Information Services (IIS) for Reporting

78
79

81

Allowing Anonymous Access
Configuring the HP OpenView Reporting Server Using Radia

81

6 Using the HP OpenView Configuration Management Solutions

Deploying Radia Clients to Target Devices 87
Adding a device 87
Deploying the Radia Clients to the Target Device 88
Additional Uses for the HP OpenView Management Portal Using Radia 90

Publishing Data 90
Additional Uses for the Publisher 93

Managing Policy 93
Entitling an Optional Service to a User 93
Using the HP OpenView Software Manager Using Radia 94
Entitling a Mandatory Service to a User 96
Using the HP OpenView Application Manager Using Radia 97
Additional Uses for the Software Manager and Application Manager 97

Gathering Hardware and Software Inventory 98
Performing a basic RIM Reporting Audit 98

Configuring the RIM Reporting Service 98
Entitling the Target Device to the RIM Reporting Service 99
Installing the RIM Reporting Audit Service 100
Viewing the Results of the Inventory Collection 101
Performing an NVDM Discovery of Applications 102
Configuring the NVDM Discovery of Applications 102
Entitling the Target Device to the audit service NVDM Discovery of AppliCations.........cressmmesssssesnns 102
Installing the Audit for NVDM Discovery of Applications 103
Viewing the Results of the Inventory Collection 104
Additional Uses for Inventory Collection 106

Managing Security Vulnerabilities with HP OpenView Patch Manager Using Radia 106
Performing a Patch Acquisition 106
Viewing Acquisition Reports 107
Entitling the Target Device to the Discover Patches Service 108
Installing the Discover Patches Service 109
Viewing Compliance Data 109
Deploying the MS06-005 Patch 110

Entitling the target device to the MS06-005 Patch 110
Installing the MS06-005 Patch 111

Tracking Application Usage with HP OpenView Usage Manager Using Radia 112
Configuring the Enterprise Collection service 112
Entitling the Enterprise Collection service 112
Installing the Enterprise Collection Service 113
Initiating Data Collection 113

Forcing collection of inventory data 113

Creating Usage Data to be collected 114

Forcing collection of usage data 114

Viewing the Results 114
Contents 7



Additional Uses for Usage Manager 115

Summary 117
AAVANCEA EXEITISES ..ottt 118
Packaging and Publishing Windows Installer (MSI) Applications 118
Creating an MSI Package 118
Modifying the Library 120
Packaging the modified library 121
Publishing the Windows Installer Package 122
THOS AN THCKS .ttt ettt ettt e et e et e e vaeeens 126
Configuring Shared Folders in VMware 126
Setting Default Options for Notify Commands 126
Adding Shortcuts to Your Management Portal Desktop 127

Error! Reference source not found.



]

About this Guide

Intfroduction

This guide is intended for internal HP employees who must understand, use and possibly support the
HP OpenView Configuration Management Solutions. The guide covers the following topics:

e Anoverview of HP OpenView Configuration Management Solutions products as well as
information about essential processes.

e Instructions for installing and configuring the HP OpenView Configuration Management
Solutions products in this very specific, single server environment to be used for the exercises.

e Exercises that demonstrate the basic capabilities of the HP OpenView Configuration Management
Solutions products.

o This guide is not intended to be used to set up as a production version of the HP
OpenView Configuration Management Solutions.

The primary objective of this guide is to provide a starting point for your journey to understanding
the HP OpenView Configuration Management Solutions. Once you have an introduction to some of
the solutions, you can access additional resources to learn more.

In order to use this document successfully, you must complete the entire installation in the sequence
presented in this document.

Audience

The audience for this book is internal HP employees, such as new OpenView Configuration
Management personnel, personnel in other OpenView blades, HP Software, HP Services, and other
hardware divisions.

Prerequisites

You must be comfortable using Windows, Active Directory and VMware.

Summary

Welcome to Configuration Management Solutions

This chapter describes the subset of solutions included in this document, as well as about some key
processes needed to understand the HP OpenView Configuration Management Solutions.



Essential Processes
This chapter provides a look at some of the fundamental processes used by Configuration

Management Solutions. Before discussing the essential processes, a brief introduction of the Radia
Client Objects is provided.

Preparing the HP OpenView Configuration Management Solutions
Environment

This chapter describes how to prepare the hardware and install the required software before
installing the HP OpenView Configuration Management Solutions.

Installing the HP OpenView Configuration Management Solutions
Software

This chapter describes how to install and configure the HP OpenView Configuration Management
Solutions software.

Using the HP OpenView Configuration Management Solutions
This chapter provides exercises intended to be an introduction to the HP OpenView Configuration

Management Solutions. It is important to recognize that this is simply an introduction to these
solutions and is by no means comprehensive.

Advanced Exercises

This chapter is a follow on to the chapter Using the HP OpenView Configuration Management
Solutions. It contains an advanced exercise that you may choose to perform based on your comfort
level with the solutions that you have learned about so far.

Related Documents

The following table provides a list of the HP OpenView Management Solutions publications that are
associated with the HP OpenView products that are detailed in this book.

Table 1 HP OpenView Management Solutions Publications
Product Publication Title
HP OpenView Configuration User’s Guide for the HP OpenView Configuration Server Using
Server Using Radia Radia

HP OpenView Administrator Publisher Guide for the HP OpenView Administrator Workstation
Workstation Using Radia Using Radia

System Explorer Guide for the HP OpenView Administrator
Workstation Using Radia

HP OpenView Proxy Server Installation and Configuration Guide for the HP OpenView Proxy
Using Radia Server Using Radia
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Product

Publication Title

HP OpenView Management
Portal Using Radia

Installation and Configuration Guide for the HP OpenView
Management Portal Using Radia

HP OpenView Messaging
Server Using Radia

Installation and Configuration Guide for the HP OpenView
Messaging Server Using Radia

HP OpenView Policy Server
Using Radia

Installation and Configuration Guide for the HP OpenView Policy
Server Using Radia

HP OpenView Patch Manager
Using Radia

Installation and Configuration Guide for the HP OpenView Patch
Manager Using Radia

HP OpenView Packager for
Windows Using Radia

User’s Guide for the HP OpenView Extensions for Windows
Installer Using Radia

HP OpenView Knowledge
Base Manager Using Radia

Installation and Configuration Guide for the HP OpenView
Knowledge Base Manager Using Radia

HP OpenView Usage Manager
Using Radia

User’s Guide for the HP OpenView Usage Manager Using Radia

HP OpenView Reporting
Server Using Radia

Installation and Configuration Guide for the HP OpenView
Reporting Server Using Radia

HP OpenView Radia Clients
Using Radia

Installation and Configuration Guide for the HP OpenView
Software Manager Using Radia

Installation and Configuration Guide for the HP OpenView
Application Manager Using Radia

These documents and others are located in Publications CD\pdfs onthe HP OpenView
Configuration Management Solutions CD-ROM.

For new documents and updated versions, go to ovweb.external.hp.com/lpe/doc_serv/.

When using doc_serv to access the documentation, select Radia from the Product list, then select
the version number and operating system to narrow the search for the appropriate guide.

About this Guide


http://ovweb.external.hp.com/lpe/doc_serv/
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2 Essential HP OpenView Configuration
Management Solutions

The HP OpenView Configuration Management (HP OVCM) Solutions automate the management of
data on target devices in your enterprise. These solutions manage devices based on parameters that
you configure.

Note that throughout this guide, when we refer to “you” we are referring to an IT
administrator unless otherwise noted.

Using this document, you will install a subset of the solutions and perform some basic exercises to
provide you with an introduction to HP’s OpenView Configuration Management Solutions. The subset
of products and components in this guide were selected because they are the most frequently
installed components. Additional products may be included in future versions of this guide. In this
chapter, you will learn about the solutions included in this document, as well as about some key
processes.

The following are some key characteristics of the HP OVCM Solutions that you will be working with:
e Desired State Approach

You can configure and maintain the [desired] state of a device’s operating system, applications,
and configuration. If there is a difference between the device’s desired state and the current
state, HP’s differencing technology determines the precise component-level changes that are
required and sends only those changes to the managed device.

e Policy based Management

You can define entitlements which control the deployment of data to authorized users or target
devices. For example, an IT administrator may implement a policy permitting access to certain
financial databases only to a selected workgroup within an organization’s finance department.
Subsequent changes to entitlements cause data to be installed, changed, or removed for affected
users or devices.

e Adaptive Configuration Management

As the policies change, the current state is differenced and reconfigured to correspond to the
desired state.

e End to End Lifecycle Management

You can automate the policy-based management of data throughout the deployment life-cycle.
With the HP OVCM solutions you can:

Package applications
— Analyze the impact of packages prior to deployment
— Discover, collect and report on hardware and software information
— Configure policy assignments to assign data to the appropriate device or user
— Distribute and install data across enterprise networks
— Repair data and configurations through the desired-state process.
— Deploy patches, service packs, hot fixes and application updates.
— Remove data from target devices by changing entitlement policies.

With HP’s OVCM products, you can manage data and continuously configure devices.



Terminology

The following terms are often used throughout this publication, and it may be helpful to become
familiar with them before using this guide.

client

The Client software (such as the Software Manager, Application Manager, Inventory Manager, Patch
Manager, or Usage Manager) that runs on the managed device and communicates with the
Configuration Server.

client connect

It is the process in which a managed device communicates with the HP OpenView Configuration
Server Using Radia.

Configuration Server

In conjunction with the Configuration Server Database, a server that stores, manages, and distributes
application package information, and manages policy relationships and information about managed
devices. This server is the only product that is mandatory in a HP OpenView Configuration
Management Solutions environment; without it, the infrastructure will not function.

desired state

The condition of a device as defined by the configuration parameters you set in the Configuration
Server database. These parameters include software, operating system, and policy.

device

In this document, a device is a piece of hardware, such as a computer or ATM that may be either a
managed device or a target device.

managed device

A managed device is a piece of hardware, such as a computer or ATM that is recognized and managed
by the HP OpenView Configuration Management Solutions.

package

A package is data that is published as an individual unit.

policy

A policy defines what services a user, a target device, or a managed device is entitled to.

resolution

It is the process in which values on a device are replaced with those that are required to achieve its
desired state. These values are retrieved from the Configuration Server during a client connect.

service

A service organizes a group of related packages, methods, or behaviors into manageable units.

target device

A target device is a piece of hardware such as a computer or ATM (that can become a managed
device).

Chapter 2



user or subscriber

A user or subscriber is the person who uses managed applications on a managed device.

HP OpenView Configuration Management Solutions
Overview

This section contains an overview of the products and components for the HP OpenView
Configuration Management solutions. Depending on your enterprise's configuration, your
infrastructure may use any combination of these products and components. Components are shared
among two or more products. In this section, we will give brief descriptions of all of the products and
components, but we will concentrate on the subset of products and components that are used in the
environment that you will create using this guide.

Configuration Management Solutions can be divided into four categories.
e HP OpenView Management Applications Using Radia

e HP OpenView Management Infrastructure Using Radia

e HP OpenView Extended Infrastructure Using Radia

e HP OpenView Management Extensions Using Radia

HP OpenView Management Applications Using Radia

HP OpenView Management Applications Using Radia are agent-based applications that can be
installed on target devices in your enterprise. They communicate with HP’s OpenView Configuration
Management servers to enable you to manage the discovery, deployment, configuration, repair,
update, and removal of data on devices such as servers, desktops, mobile devices such as laptops and
handhelds, and specialty devices such as ATMs, point-of-sale and Internet kiosks.

Once a management application is installed on a target device, the device is considered a managed
device.

There are several types of Management Applications (clients) available for communicating with the
Configuration Server. The Configuration Server stores the configuration parameters and links
policies to your managed devices. This server will be discussed in further detail later in this chapter.
You can install more than one management application on a device to combine features.

Not all management applications are available for all operating systems and architectures.
Consult the HP OpenView web site or your HP representative for the most current

information on platform availability. This guide is for Windows only.

The table below describes the essential functions of each of the Management Application Products.

Table 2 Management Applications Essential Functions
Management Application Product Use
HP OpenView Application Manager Deploys mandatory services to unattended devices.
Using Radia
HP OpenView Inventory Manager Tracks and reports on hardware and software on
Using Radia managed devices.
HP OpenView OS Manager Using Radia | Enables your managed devices to work properly with OS
Manager for operating system deployment.
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Management Application Product Use

HP OpenView Patch Manager Using Deploys and analyzes vendor's security patches and
Radia bulletins.

HP OpenView Software Manager Using | Allows users to install the services that they are entitled
Radia to.

HP OpenView Usage Manager Using Supports monitoring of all application usage.

Radia

HP OpenView Server Management Deploys server applications, manages Windows

Using Radia Terminal Server and Citrix applications, and manages

configuration baselines and configuration files.

Next you will learn more details about the Management Applications used in this demo environment.

HP OpenView Application Manager Using Radia

HP OpenView Application Manager Using Radia enables you to deploy mandatory data to devices
without user intervention. You, as the IT administrator, control deployments, updates, repairs and
removals through policy-based entitlements.

With the HP OpenView Application Manager Using Radia installed on the target device, you can:
¢ Deploy mandatory data to unattended devices.

e Install, remove, verify, repair, and update data on a schedule or immediately.

e Control application versions.

For more information, see the Installation and Configuration Guide for the HP OpenView Application
Manager Using Radia.

HP OpenView Software Manager Using Radia

HP OpenView Software Manager Using Radia enables you to offer self-service data management. You
control what data is available to your users through policy-based entitlements. Then, users can
choose whether to install, update, verify, repair or remove through a service list.

For more information, see the Installation and Configuration Guide for the HP OpenView Software
Manager Using Radia.

HP OpenView Patch Manager Using Radia

HP OpenView Patch Manager automatically discovers, analyzes, and deploys software patches for
Windows, Linux, and UNIX platforms. You as the IT administrator control the patch lifecycle, which
includes acquisition, testing, conflict analysis, vulnerability assessments, deployment, and ongoing
management, through policy-based entitlements.

The Patch Manager:

e Gathers information about security patches installed on the managed device.
e Manages the deployment of patches.

e Monitors the continued security vulnerability compliance of managed devices.

See the Installation and Configuration Guide for the HP OpenView Patch Manager Using Radia for
details.
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HP OpenView Usage Manager Using Radia

The HP OpenView Usage Manager Using Radia uses parameters that you set in the Configuration
Server Database to collect data on the patterns of application usage on your managed devices. This
data is reported back to the HP OpenView Usage Manager Server for Radia for reporting and analysis.

For more information, see the User’s Guide for the HP OpenView Usage Manager Using Radia.

HP OpenView Management Infrastructure Using Radia

Use the HP OpenView Management Infrastructure Using Radia to maintain desired state information,
store data packages, automate software management activities, and administer your environment.
The Configuration Server and the Configuration Server Database are the core of your management

infrastructure.
Table 3 Management Infrastructure Essential Functions
Management Infrastructure Product Use

HP OpenView Configuration Server Using Radia | Configures and maintains desired state
information for your devices.

HP OpenView Configuration Server Database Stores the desired state configuration in a
Using Radia hierarchical structure. The Configuration Server
Database resides on the Configuration Server.

HP OpenView Administrator Workstation Using | Contains tools to configure and maintain your
Radia environment.

Next you will learn more details about the Management Infrastructure products used in this demo
environment.

HP OpenView Configuration Server Using Radia

The HP OpenView Configuration Server Using Radia can reside on a single server, or several can be
installed across a network of servers. Data and information about the users and managed devices are
stored in the Database on the Configuration Server. The Configuration Server distributes data based
on policy.

The Configuration Server:
e Generates the desired-state based on configuration parameters

e Can maintain policies in the Database. When a device connects to the Configuration Server, the
current policy is transmitted and updated on the device. The device that receives the data may be
a target device or a managed device. If the device was previously unmanaged, it would now be
considered managed.

e Contacts devices to have them initiate requests to the Configuration Server according to a
schedule, upon notification from an administrator, or when requested by the user.

See the User’s Guide for the HP OpenView Configuration Server Using Radia for details.

HP OpenView Configuration Server Database Using Radia

The HP OpenView Configuration Server Database Using Radia, stored on the Configuration Server,
records your enterprise’s desired state model. This model is made up of the data to be distributed,
policies which define the services that users or devices are entitled to, and security and access rules
for administrators. See the Radia Database Reference Guide for details.

The database is hierarchically structured as follows:
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e Files are used to group similar domains. The PRIMARY file is used to define and maintain the
desired state.

e Domains are logical file partitions used to group similar classes. The POLICY domain contains
the classes needed to create users and groups.

e Classes are templates containing the attributes needed to create an instance. A class represents
a category of the desired state. The USER class of the POLICY domain defines users of managed
applications. It defines all of the attributes necessary to identify the managed device.

¢ Instances are actual occurrences of classes. The attributes of a class instance contain data
describing one specific entity of that class. For example, a USER instance contains the
information needed to identify target devices or user.

e Attributes are data elements of a class. The class contains the definition (e.g., the name, data
type, description, and length) for each attribute belonging to the class. Each class instance
created from the class contains a value for each of the attributes defined in the class. For
example, the NAME attribute of a USER class contains the name of the user.

Default Files and Domains

When you install the Configuration Server, LICENSE and PRIMARY are the only two Files available. As
you use the HP OpenView Configuration Management Solutions, your Database may change. Some of
the Management Infrastructure products add other domains. For example, Patch Manager adds the
PATCHMGR Domain, and Usage Manager adds the USAGE Domain.

e The LICENSE file is read-only and is used for Configuration Server processing. This file is for HP
use only, and should not be modified.

e The PRIMARY file is where you will find most information regarding software management.
Within the PRIMARY file, there are seven default domains.

— Use the ADMIN domain to define administrative rights and rules for connecting classes.
— Use the AUDIT domain to configure tasks that will inventory assets on your devices.

— Use the CLIENT domain to configure Client Operations Profiles. This includes defining which
Configuration Servers, Proxy Servers, and Staging Servers the client computer can use. See
the Application Manager Guide for more information.

— Use the POLICY domain to create users and groups, and to assign users to groups.

— Use the PRDMAINT domain to store packages for self-maintenance. The client software uses
this domain to heal and update itself.

— The SOFTWARE domain contains information about the software being managed and the
methods used to deploy the software.

— The SYSTEM domain contains administrative and process control definitions.

As you begin to use Configuration Management Solutions, the PROFILE file appears after the first
device has registered with the Configuration Server. This file contains information that is collected
from managed devices. This information is used to connect to devices to deploy data managed by the
HP OpenView Configuration Management Solutions, and to see the configuration of the managed
device.

In this guide, you will use the HP OpenView Management Portal Using Radia (a part of the Extended
Infrastructure) to work with the Configuration Server Database. More experienced users may use
the System Explorer, a tool of the Administrator Workstation, for advanced tasks.

HP OpenView Administrator Workstation Using Radia

The HP OpenView Administrator Workstation Using Radia tools enable you as an IT administrator to
manage the Database, prepare data for management, view Client objects, and customize your
environment. The Administrator Workstation includes the following tools and capabilities:
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e Packager
The Packager provides a graphical interface for packaging all data for distribution. The packages
are published to the Database by using either the Component Selection Mode or the Installation
Monitor Mode in the Packager. In Installation Monitor Mode, the Packager determines what to
package by scanning the computer before and after installing the data. It differences the before
and after scans to determine what changes were made to the computer. These differences make
up the package that you publish to the Database. In Component Selection Mode, you select the
individual components that make up the package, such as files, directories, registry entries, and
links. See the Installation and Configuration Guide for the HP OpenView Application Manager
Using Radia for details.

e Publisher
The Publisher provides a graphical interface for publishing Windows Installer applications and
operating system images to your Database in preparation for deployment to your environment.
Additionally, the Publisher allows for the publication of files in batch mode. Note that the
Packager is similar; it performs the same function for non-Windows Installer applications. See
the Publisher Guide for the HP OpenView Administrator Workstation Using Radia for details.

e System Explorer
The System Explorer provides an experienced Configuration Management administrator a
graphical user interface to configure policy and application services stored in the Database. In
this Guide, you will use the Management Portal to accomplish all of the necessary tasks in the
exercises. See the System Explorer Guide for the HP OpenView Administrator Workstation Using
Radia for details. The System Explorer allows advanced administrators to perform the following
tasks:

— Modify application packages after the initial publishing process.

— Establish reuse of application components between application services.

— Define application service prerequisites.

— Define policy for application entitlements.

— Control deployment of application versions.

— Centralize control for unattended application service updates, install, and repairs.

e Client Explorer
The Client Explorer provides a graphical user interface that you can use to view and edit client
objects on managed devices, as well as diagnose issues by viewing error objects. Client objects
represent the current state of the managed device.

Extended Infrastructure

Use the Extended Infrastructure to scale software management services across your entire
enterprise, giving you the ability to manage devices across multiple network segments. The Extended
Infrastructure can be divided into two categories; products and components. Components are shared
among two or more products. The software for the components is provided as needed with the

products.

Table 4 Extended Infrastructure Essential Functions
Extended Infrastructure Use
HP OpenView Distributed Replicates part or all of your Databases across a network
Configuration Server Using Radia of Configuration Servers.
HP OpenView Management Portal Manages your infrastructure through a Web browser.
Using Radia
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Extended Infrastructure

Use

HP OpenView Multicast Server Using
Radia

Sends the same resources in one data stream to multiple
devices at the same time.

HP OpenView OS Manager Using
Radia

Provisions and manages operating systems on target
devices.

HP OpenView Patch Manager Using
Radia

Deploys and analyzes vendors’ security patches and
bulletins. Used with the Patch Manager Server. The Patch
Manager has both a client and server component.

HP OpenView Proxy Server Using
Radia

Uses cache management over HTTP or TCP/IP to store
and transmit application data dynamically, freeing
resources on the Configuration Server.

HP OpenView Staging Server Using
Radia

Stores and transmits application data over TCP/IP or
IPX/SPX, freeing resources on the Configuration Server.

HP OpenView Usage Manager Using
Radia

Assesses patterns of application usage in your
environment.

Products

Through distributed administrative capabilities, vulnerability assessments, and monitoring of
application usage patterns, Extended Infrastructure products provide a complete analysis of your
management solution. In this section you will learn more about the Management Portal, Patch
Manager, Proxy Server, and Usage Manager products which are used in this Guide.

HP OpenView Management Portal Using Radia

The HP OpenView Management Portal Using Radia is web-based and provides you with the ability to
manage your entire environment regardless of location or computing platform. Administrative tasks
can be distributed to administrators in remote locations based on roles and policies. Some of these
tasks are deploying Management Applications, detecting the status of installed Configuration
Management services, managing the Configuration Server Database, and tracking the completion

status of all Management Portal tasks

The Management Portal cannot always perform tasks remotely; therefore, the Management Agent,
which must be installed on a remote managed device, performs these tasks on behalf of the

Management Portal.

Some of the functions the Management Portal can perform are the following:

e Discover and view devices on your network.

e Setpolicy and configure the desired state.

e Remotely start and stop services.

e Remotely install some of the Configuration Management products, such as the Management
Applications, the Management Agent, and the Proxy Server.

e Notify a group of devices to perform an action such as installing software or auditing services.

See the Installation and Configuration Guide for the HP OpenView Management Portal Using Radia for

details.

HP OpenView Patch Manager Using Radia

HP OpenView Patch Manager eliminates known software vulnerabilities by automating the patch
management process including acquisition, impact analysis, pilot testing, discovery, assessment,
deployment, maintenance, and compliance assurance. This ensures that managed devices are always
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configured correctly. With it, you can configure acquisition tools in order to automatically collect
security patches from a vendor’s web-based security patch repository, as well as perform impact
analysis and pilot testing in order to identify affected applications and devices.

Figure 1 Patch Management life cycle
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Features of the Patch Manager include, but are not limited to:

An acquisition tool that can be configured to enable automatic collection of new security patches
directly from a vendor's web-based depository for security patches.

Ability to perform impact analysis to identify affected applications and devices.

Automatic and continuous discovery of devices on the network, software products that are
installed on each device, the collected security patches that are already applied to each software
product, and identification of software products that the device actually executes.

Policy-based management capabilities that interface directly with a variety of existing policy
sources such as Active Directory, LDAP or SQL databases.

Monitoring devices and checking policy to see if they are in compliance. If they are not in
compliance, devices are automatically updated with the appropriate patches.

Patch Manager acquires security patches and synchronizes the patch's information in the Database
on the Configuration Server with the Patch database on an SQL or Oracle Server. During the
acquisition, the following occurs:

The vendor's web site or local data cache is contacted to prepare for the acquisition of Bulletins.

Either the information about the Security Bulletins and Service Packs and the actual patch files or
only the information about the patches is downloaded. The information downloaded contains,
but is not limited to, detailed data about each patch, such as if the patch has been superseded by
a more recent patch, and reboot requirements.

An XML file is created for each security bulletin acquired and is put in the vendor's folder in the
Integration Server's directory. These files are called patch descriptor files.

The Database PATCHMGR domain is populated with this information
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e  Services are created in the PATCHMGR domain for each of the bulletins acquired.
e The PATCHMGR domain is synchronized with the SQL database you created.
If you have already performed an acquisition, only instances that are different are updated.

See the Installation and Configuration Guide for the HP OpenView Patch Manager Using Radia for
details.

HP OpenView Proxy Server Using Radia

The HP OpenView Proxy Server Using Radia allows data to be locally available to managed devices.
Managed devices can receive the data over the Local Area Network (LAN) instead of across a Wide
Area Network (WAN). Proxy Servers increase scalability while dramatically reducing traffic over the
network. When data is cached on the Proxy Server, the demand placed on the Configuration Server is
decreased, allowing the Configuration Server to allocate more resources to other tasks.

Placing Proxy Servers at strategic points in your network increases the efficiency at which data is
transferred. The connection between users and the Proxy Server may be more efficient than the
connection between the users and the Configuration Server. The factors that determine the efficiency
of a connection between a server and a device include hardware capability, network bandwidth,
workload on the servers, network traffic patterns, and the volume of software to be distributed.

Figure 2 Proxy Server caching
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The Proxy Server, when used, is the primary repository for data to be deployed. Once the managed
device determines the resources needed for its desired state, the device can request those resources
from the Proxy Server. The Proxy Server provides the following benefits:

e The ability to choose between having requests made using either HTTP (recommended) or
TCP/IP.

e The ability to service multiple, concurrent requests from either protocol source.

e The ability to have data automatically loaded onto the Proxy Server for distribution when the
first request comes in from a managed device. This occurs if the data does not already exist on
the Proxy Server.

e The ability to automatically send requests to the Configuration Server for processing if the Proxy
Server cannot handle the request.

See the Installation and Configuration Guide for the HP OpenView Proxy Server Using Radia for details.
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HP OpenView Usage Manager Using Radia

You can use the HP OpenView Usage Manager Using Radia to assess patterns of application usage in
your environment. This allows you to facilitate adherence to license agreements, re-provision
licenses if needed, and monitor user productivity.

The Usage Manager monitors the use of every application on all of your devices. This enables you to:

e Enforce corporate standards by identifying non-standard software and software versions in use
within your enterprise.

e Implement license tracking, giving you the ability to purchase and maintain only those licenses
that are needed.

e  Prioritize distribution of content based on the information captured about usage.
e View reports of the actual use of application resources.

The Usage Manager can be used in your existing environment whether or not you are currently using
HP OpenView Configuration Management Solutions for data distribution.

See the User’s Guide for the HP OpenView Usage Manager Using Radia for details.
Components

Some products share components to consolidate communications and facilitate data flow. Shared
components include the Integration Server, Messaging Server, and the Reporting Server.

Table 5 Shared Components Essential Functions
Component Use
Integration Server All the products using the Integration Server are loaded from a single

Windows Service called "Integration Server”.

The Integration Server is used by Management Portal, Proxy Server, Policy
Server, and Patch Manager,

Reporting Server The web-based Reporting Server allows you to use data from SQL or
Oracle for reporting.

The Reporting Server is used by Patch Manager, Usage Manager, Inventory
Manager, and Server Management.

Messaging Server The Radia Messaging Server routes data from client objects to the
appropriate Radia Server.

The Messaging Server is used by Radia Management Portal, Radia Patch
Manager, Radia Inventory Manager, and Radia Server Management.

HP OpenView Integration Server Using Radia

Many of the Extended Infrastructure products use the Integration Server, such as the Management
Portal, the Proxy Server, the Policy Server, and the Patch Manager Server. Each product is composed
of modules that reside in the Integration Server's modules directory. These components use the same
core Integration Server files, and run under the same process. The Integration Server does not have
its own install. It is loaded if the Infrastructure product needs it, and it is not already installed.

Benefits of the Integration Server are:

e All the products using the Integration Server for Windows can be loaded from a single Windows
Service called "Integration Server".

e When the Integration Server starts, it scans its configuration file and attempts to load all the
products marked for loading.

e Each product loaded from the Integration Server is separately licensed.
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e The Integration Server provides Web services that are shared by all loaded modules. This
integration provides increased performance, efficiency, and maintenance ease.

HP OpenView Reporting Server Using Radia

The HP OpenView Reporting Server Using Radia allows you to use SQL data for reporting. As part of
the Extended Infrastructure, the web-based Reporting Server allows you to query the data in the
Inventory, Patch Manager, and Usage Manager databases and create detailed reports.

Figure 3 Reporting Server environment
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The Reporting Server provides the following additional value to the infrastructure:

e Connections to SQL Databases: The Reporting Server can access any SQL database, such as those
for Inventory Manager, Patch Manager, and Usage Manager. However, all SQL databases accessed
by the Reporting Server must exist on a single SQL or Oracle Server.

e Connections to LDAP Directory (optional): The Reporting Server supports optional access to an
existing LDAP directory in your enterprise. Access to an LDAP directory allows you to filter
report data according to the directory entries.

See the Installation and Configuration Guide for the HP OpenView Reporting Server Using Radia for
details.
HP OpenView Messaging Server Using Radia

The HP OpenView Messaging Server Using Radia is a service that continually monitors a pre-defined
location on the server and routes data to external destinations. The Messaging Server provides retry,
rerouting, and failover capabilities to ensure all data is transferred efficiently and reliably.
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If the Messaging Server is installed on the same server as the Configuration Server, the Messaging
Server receives data from managed devices. Then, the Messaging Server transfers the data to the
appropriate Integration Server. For example, if Patch Manager data is being transferred, the
Messaging Server will move the data to the Integration Server from which the Patch Manager is
loaded. From the Integration Server, the data is mapped to the appropriate SQL database, such as
Patch.

The Radia Messaging Server uses Data Delivery Agents (DDAs) to handle the routing of client objects
for patch management, inventory management, and usage management to the appropriate reporting
database. Using data delivery agents, data can be posted directly to an ODBC database, or, it can be
forwarded securely to another directory or server (such as a Store and Forward Messaging Server)
using HTTPS or HTTP.

The Messaging Server runs on all Windows and UNIX platforms supported by the Configuration
Server. The Messaging Server can:

e Route a single message to multiple destinations.
e Automatically retry a delivery.
e Re-route messages to a new host after several unsuccessful delivery attempts.

See the Installation and Configuration Guide for the HP OpenView Messaging Server Using Radia for
details.

Using the Messaging and Reporting Servers

To show how the Messaging Server and Reporting Server work together, the following is an example
of inventory collection. The HP OpenView Inventory Manager Using Radia client discovers
configuration information on the managed device, and reports the results to the Messaging Server.
The Messaging Server moves the information to a SQL database so that you can use the Reporting
Server to view the results. Web-Based Enterprise Management (WBEM) enables information such as
the amount of RAM in a computer, hard disk capacity, process type, and versions of operating
systems to be extracted from computers, routers, switches, and other networked devices. Windows
Management Instrumentation (WMI) is Microsoft's implementation of WBEM for Microsoft Windows
platforms.

Figure 4 Inventory results report to an ODBC source
2 The Radia Messaging Server 3 Wiew the inventory results
posts objects to the Inventory from the Radia Reporting Server
‘ODBC Data Source. ‘web page._

objects are sent to the
ation Server at the start
't Connect process.

Inventory

Radia Messaging Sarver ODBC Data Source Radia Raporting Server

Radia Configuration Server

Radia Inventory Management Client

1 The client communicates with the Configuration Server, and sends client objects to the
Configuration Server. Some objects are always sent and others are sent as a result of an
Inventory Audit Service being performed. The following information may be sent:

The APPEVENT object that describes the most recent service events.
The ZCONFIG object that contains information on the device's hardware configuration.

— Ifa WBEM audit is performed and the client is a WBEM consumer, then WBEM objects will
be sent.
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2 The Radia Messaging Server posts the objects to the appropriate ODBC data source. All
inventory-related and audit objects are posted to the Inventory database.

3 The Radia Reporting Server accesses the data and allows you to view the inventory reports.

Note that the Reporting Server allows you to view reports for Patch Manager, Usage Manager, and
Server Management.

Management Extensions

Radia Management Extensions provide integration and extended enterprise functionality. They allow
Radia to interface with other technologies such as Lightweight Directory Access Protocol (LDAP) and
Secure Sockets Layer (SSL). Similar to the Extended Infrastructure, Management Extensions can be
divided into common components, such as the Knowledge Base Manager, and products, including
Extensions for Windows Installer, Policy Server, Adapter for SSL, the Publishing Adapter, and the
Systems Management Adapters. The table below describes the essential functions of each of the
Management Extension products.

Table 6 Management Extensions essential functions
Management Extension Use
HP OpenView Adapter for SSL Using Radia Maintains the safety and confidence of

transmitted information.

HP OpenView Extensions for Windows Installer | Publishes and manages Windows Installer

Using Radia applications.
HP OpenView Policy Server Using Radia Uses external directory services to implement
policy.

HP OpenView Publishing Adapter Using Radia Creates fully automated, unattended updates to
application packages.

HP OpenView Systems Management Adapters Exchanges data with other vendors' products
Using Radia

Next you will learn more details about the Management Extensions used in the exercises at the end of
this Guide.

HP OpenView Policy Server Using Radia

The HP OpenView Policy Server Using Radia is a Web server used for administration purposes such
as mapping services to users in an external directory tree. Connections made in the Configuration
Server Database to Lightweight Directory Access Protocol (LDAP) directory are used to determine
what services should be distributed and managed for the user that is currently logged on by querying
the Policy Server.

The Policy Server integrates with external LDAP directory servers and SQL databases to enable single
source points of control for user authentication, access policies, and user entitlement. These LDAP
directory servers include Microsoft Active Directory, Novell NDS, and other vendor's LDAP servers,
as well as Oracle, Sybase and Microsoft SQL-based databases.
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Figure 5 Policy Server integrates with LDAP and SQL
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For more information, see the HP OpenView web site and the Installation and Configuration Guide for
the HP OpenView Policy Server Using Radia Guide.

HP OpenView Knowledge Base Manager Using Radia

The HP OpenView Knowledge Base Manager Using Radia is a component of Management Extensions.
The Knowledge Base database may be either a SQL Server or an Oracle database configured in your
environment. The Knowledge Base is populated with data in the form of state files. State files consist
of data that represent the current state of an application. This data is acquired by the Knowledge
Base Manager from a continuously monitored user-specified directory referred to as a collection
point. When data is detected in this collection point, it is automatically transferred to the Knowledge
Base. The collection point is populated by one or more products including the Patch Manager, Usage
Manager, and Packager for Windows Installer. From here, data analysis can take place, using the
Configuration Analyzer. Application usage can be viewed with the Reporting Server.

The Knowledge Base Manager is capable of importing several types of state files including:
e Configuration Server Service/Package component extracts

e State files built by the Radia Extensions for Windows Installer components

e Usage Manager collection files

e  State files built by the Radia Patch Manager.
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Figure 6 Knowledge Base Manager
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See the Installation and Configuration Guide for the HP OpenView Knowledge Base Manager Using

Radia for details.

Infrastructure Example

Now that you have some familiarity with Configuration Management Solutions, the following
example shows how these products and components might work together.

Suppose you wanted to be able to do the following:

e Manage mandatory data. (HP OpenView Application Manager Using Radia)

e Analyze and manage security vulnerabilities. (HP OpenView Patch Manager Using Radia)

e Use your existing external LDAP directory services to create entitlements. (HP OpenView Policy

Server Using Radia)

e Place servers with your data in network strategic locations to your target devices. (HP OpenView

Proxy Server Using Radia)

e Distribute management of the devices across your enterprise. (HP OpenView Configuration
Server Using Radia and the HP OpenView Distributed Configuration Server Using Radia)

In this case, you would want to combine the functions of the Application Manager, the Configuration
Server, the Policy Server, the Proxy Server, the Distributed Configuration Server, and the Patch
Manager. A diagram of your network might be similar to Figure 7 on page 29.
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Figure 7 Create a Radia Patch Manager environment.
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3 Essential Processes

This chapter provides a closer look at some of the fundamental processes used by the HP OpenView
Configuration Management Solutions. Before discussing the essential processes, a brief introduction
to Radia Client Objects is provided to help you better understand the processes.

About Radia Client Objects

When a device connects to the Radia Configuration Server, information is exchanged between the
client and the Radia Configuration Server. This exchange is called resolution. During resolution, the
Radia client checks the status of services, and updates the Radia Configuration Server with
information from objects stored on the device. The resolution process will be described in more
detail later in this chapter.

Radia Client Objects are stored in a directory, called IDMLIB, on the managed device. After installing
the client software and connecting to the Radia Configuration Server, you can use Radia Client objects
to answer questions such as:

e What is the hardware configuration of the managed device?

e Was the service successfully installed?

e When was the service installed?

e What is the managed device’s name, and who was the last user logged on?
e What are the possible data sources for this managed device?

While there are multiple Radia objects on a managed device at any time, there is a core group of
objects that supply information and the status of the current client connect. These objects are
referred to in some of the processes discussed in this chapter. The table below includes information
on when one of these objects is created or updated, and a brief summary of what the object includes.
There are other objects created during the client connect, only some are noted here. Check the HP
OpenView web site and the Installation and Configuration Guide for the HP OpenView Application
Manager Using Radia for information on other client objects.

Table 7 Client Objects

Object Name Description

PREFACE PREFACE is sent to the Radia Configuration Server at every phase of a client
connect. It contains parameters used for the current connect such as the type of
connect, the user name, and if the list of applications is being updated.

ZCONFIG ZCONFIG is created at the start of the client connect process. It contains basic
hardware information for the client computer such as processor, operating
system, and drives.

APPEVENT APPEVENT reports on the status of application events, such as installation,
verify, repair, and removal.

ZMASTER ZMASTER is sent to the Configuration Server at the beginning of the client
connect. Itincludes information to identify the managed device for
implementing policy, such as user identification, operating system, and
computer name.
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The Client Connect Process

The purpose of the client connect process is to ensure that the device matches its desired state. The
desired state embodies the data and entitlements for each device. A model representing the desired
state for each device is stored in the Database.

The client connect process is initiated when a client object is sent to the Configuration Server.
Typically, this is the ZMASTER object which contains information about the managed device, such as
the device’s identity and IP address.

The ZMASTER object is sent to the Configuration Server as a result of the following events:
e Ascheduled Timer event.

Timers are usually associated with a particular service and can be triggered periodically or
randomly within a certain time period using the Application Manager or Inventory Manager

e A Notify sent by the Configuration Server to the device. A Notify is a message sent to the
managed device telling the device to start a client connect using the Application Manager or
Inventory Manager.

e Arefresh of the Service List on the managed device in the Software Manager.

To manage services, the administrator entitles the services, first. Then, the user uses the Service
List to manage the installation, verification, removal, repair, and update of a service.

The connect process involves the following three stages:

1 Tree Differencing to download the new objects from the Configuration Server, create the
difference objects (delta objects), and identify any data that needs to be retrieved.

2 Data Transfer in which data is downloaded to a temporary location on the device.

3 State Machine processing to install files from the temporary location to the live location and
create the new desired state objects to manage services.

Tree Differencing

During the Tree Differencing phase of the client connect, the client identifies which files it needs to
bring the device to the desired state. The client differentiates the data between the configuration
information on the device and the Configuration Server. First, the client sends the ZMASTER object to
the Configuration Server. Then, the Configuration Server builds the desired state based on the
parameters designated for the user in the ZMASTER object. The desired state is sent back to the
device as a new object, where the client synchronizes the old and new objects between the server
and the device.
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Figure 8 Tree differencing
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Tree differencing works by using a reference list, which is like an object dictionary; it stores the
different names for a particular class. The reference list is updated whenever a change is detected
within the tree, in the "branches” or "leaves”. The differencing algorithm relies on a name algorithm

to generate predictable names for
object.

the difference object, the downloaded object, and the branch

After generating the difference object, the client identifies if it needs to get any data files or install
applications to bring the device to its desired state. The client requests and downloads these files
from the Configuration Server, a Proxy Server, or a Staging Server during the Data Transfer stage of

the client connect process.

Data Transfer

The Data Transfer phase of the client connect begins when the client sends a request for these files to
the Configuration Server. If the client is configured to retrieve files from the Proxy Server or the
Staging Server, the client checks those servers for the files it needs. If the files are present, the client
downloads them. If any of the files cannot be retrieved from the Proxy Server or the Staging Server,
the client retrieves the files from the Configuration Server. If the client is not configured to use the
Proxy Server or the Staging Server, the files are retrieved directly from the Configuration Server.

The Configuration Server, the Proxy Server, or the Staging Server send the data to the device in a

compressed form and copies it to

a pre-defined directory on the device called IDMDATA. The

IDMDATA directory is used as a temporary storage location on the managed device for these
compressed files. Once the files are decompressed and installed on the managed device, the
compressed files are erased automatically if configured.
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Figure 9 Data transfer
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connecting to the Radia Configuration Server. Use Radia Client Operations Profiles to prioritize and

set criteria for where the managed devices should obtain their data from. See the Installation and
Configuration Guide for the HP OpenView Application Manager Using Radia or the Installation and

Configuration for the HP OpenView Software Manager Using Radia for details.

State Machine

After the client downloads the files needed to bring the device to its desired state during the Data
Transfer phase, the client installs these files from the IDMDATA directory. The client erases the
compressed files after they have been installed on the managed device. Then, the client merges the
original object from the client with the differenced object created during the Tree Differencing

Process.
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Figure 10 State machine
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At the end of the client connect process the managed device’s configuration should match its desired
state built in the Database.

The Resolution Process

The Configuration Server uses the resolution process to build the device’s desired state. Remember
that the Database which resides on the Configuration Server contains the configuration parameters
to create the desired state. The client submits a request to the Configuration Server in the form of a
client connect and the Configuration Server performs a resolution process in response to that
request.

Figure 11 Resolution Process
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In this section, it is important for you to understand how the different parts of the Configuration
Server Database are referred to. Recall that in the Essential HP OpenView Configuration
Management Solutions chapter, we defined the different elements of the Configuration Server
Database.
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Table 8

Configuration Server Database Usage Examples

Element Example
Files PRIMARY
Domains PRIMARY.SOFTWARE
May also be referred to as the SOFTWARE Domain in the PRIMARY File.
Classes PRIMARY.SOFTWARE.ZSERVICE
May also be referred to as the ZSERVICE Class in the SOFTWARE Domain in
the PRIMARY File.
Instances PRIMARY.SOFTWARE.ZSERVICE.AMORTIZE

May also be referred to as the AMORTIZE Instance of the ZSERVICE Class in
the SOFTWARE Domain in the PRIMARY File.

The ZMASTER object is sent to the Configuration Server during the client connect. The ZMASTER
object contains information about the managed device necessary to run, such as the identity of the
user or device and the IP address of the device.

The Configuration Server stores the ZMASTER object in global memory. Global memory is a
temporary storage area in the Configuration Server. The Configuration Server maintains the contents
of the global memory for the duration of the resolution process. You can view the ZMASTER object
using the Client Explorer. Below, you can see some of the attributes in the ZMASTER client object.
Note that the ZUSERID is alee. This is how the Configuration Server will know how to resolve policy
for this user.

Figure 12 ZMASTER object

B 7MASTER (1) - [C:\Program Files\Novadigm\Lib\] [5136] [7/6/2005]

Object Variable Heap Options
Variable ‘ Length | 1of1 | -~
ZLOGDIR 023 \PROGRA~1Movadigm'Logh
ZLOGDRY o2 C
ZLUMNAME 006 MONSNA
ZMEWPWD 008 <ENCRYPTED >
ZNTFPORT oo4 3465
ZINTFYSEC ool A
Z0BICRC ooz 00000000
205 oos WINXP
ZPATH 021 C:\PROGRA ~1\Novadigm)
ZPKGRELL 013 V401,20050617
ZPWD oos <ENCRYPTED >
ZROOTDIR 023 \PROGRA~1\Novadigm!Lib}
ZROCTDRY ooz s
Z3YNC oo1 N
Z5YSDIR 019 PROGRA~1\Novadigm\,
ZSYSDRY ooz C:
ZTIMEQ 003 360
ITRACE oo1 N
ZTRACEL 003 040
ZUSERID 004 ales
ZVERPWD oos <ENCRYPTED >
ZVRFYUID o1 N
ZWINDIR o9 WINDOWSY
ZWINDRY ooz C
ZWSYSDIR 018 WINDOWS \system32),
ZWSYSDRY ooz c: ;

SavelExit

After storing ZMASTER in global memory, the Configuration Server finds the Process in the
Configuration Server Database associated with ZMASTER. This is called the process entry point. Its
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location is referred to as SYSTEM.PROCESS.ZMASTER or the ZMASTER instance of the PROCESS class
in the SYSTEM Domain.

‘ SYSTEM.PROCESS.ZMASTER

GOUCY.USER.&[ZMASTER.ZUSERID} is e\raluated.)

Connects to

ﬁ{ POLICY.USER.ALEE |

Connects to o to next attribute in

SOFTWARE.ZSERVICE. AMORTIZE ‘

Evaluates to

SOFTWARE PACKAGE AMORTIZE_W95 |

(SOFWARE JPACKAGE AMORTIZE_W95 is prucessad.}

A

Ga to next atribute n_~"

POLICY.USER.ALEE |.__ B

G’OLICY. USER.ALEE is processed.

The Configuration Server reads each attribute of SYSTEM.PROCESS.ZMASTER. As a result of an
attribute, the Configuration Server may:

e Setvariable values.
e Evaluate an expression.
e Execute a method or executable.

e Connect to other instances in the Configuration Server Database.

) For the purposes of explanation, the view of the Configuration Server Database shown
in this section are all taken using the System Explorer, an administrative tool for
advanced administrators. Remember that you will be using the Management Portal to
manipulate the Configuration Server Database in the exercises.

If there is a connection to another instance, the Configuration Server processes the connected
instance. Then, the resolution process returns to that original instance at the next attribute after the
connection attribute. For example, in Figure 6, the first connection instance links to
POLICY.USER.&(ZMASTER.ZUSERID). After evaluating all the attributes in
POLICY.USER.&(ZMASTER.ZUSERID), the resolution process will return to the
PRIMARY.SYSTEM.PROCESS.ZMASTER instance at the next attribute. In this case, the attribute
connects to the PUT_PROF_ZMASTER method in the SYSTEM Domain.
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Figure 13 PRIMARY.SYSTEM.PROCESS.ZMASTER instance

[Fadia Processes class ZMASTER Instance Attibutes:

Mame | Altribute Description | Walue
ALY Methad
] _ALwWAYE Methad

fle _alwavs_ Connect To

g atwars_ Connect To POLICY USER. 4ZMASTER ZUSERID]
] _ALwaYS_ Methad SYSTEM ZMETHOD. PUTPROF_ZMASTER
T ] _ALWAYS_ Method SYSTEMZMETHOD. PUTPROF_ZCONFIG
] _ALwaYSE_ Method

ALY Methad

&AW Methad

] _ALwaYE_ Method

&AWt S Methad

AW DESCRIPT Pracess Description Pracessing Client Request for &ZCUROEBS
ZMMDKHC Max acceptable method Return Code oog

During resolution, the Configuration Server performs symbolic substitution to set values and connect
to other instances. For example, in SYSTEM.PROCESS.ZMASTER there is a connection to
POLICY.USER.&(ZMASTER.ZUSERID). The Configuration Server substitutes the value of the ZUSERID
from the ZMASTER object that is in global memory. In Figure 12 on page 35 the value of ZUSERID is
alee. Therefore, the resolution process will connect to POLICY.USER.ALEE, and resolve that instance.

Figure 14 POLICY.USER.ALEE instance

|patabase Tree View: JUsers class ALEE Instance Attibutes:
& Database | Attrbute Description Value -
g LICENSE Name
=- [ PRIMARY Collect Hardware Info [¥/N] ¥
# E ADMIN Send Message to Audit Resource. DAILY
- AUDIT Masimum Disk Space 0
= E] oLEnT Enterpiise User d
2 S:;’S?‘EM Cliert Timeout (Sesand] 240
? pouer Trace Log Level [0-998] a0
“ %5 Countiy / Region [COUNTRY] Trace Onar Of [Y/N] N
23 Depatments (DEPT) Eves. Py oo
T Mschine Manuiacturer (MANUFACT] Display Status Incicstor [v/N] H
'R Msohine Models IMODEL) utiky Methad
IR Machine Roles (FOLE) Merber of SOFTWARE ZSERVICE AMORTIZE
7 Machine Subnets [SUBNET) Member of
Py Mobie Device Corfg (MELCONFG) Member of
Mulicast (MULTCAST) Member of
g PDACONFG (PDACONFG) Member of
22 Server Stagers [STAGER) Member of
= ¥ Users (USER) Member of
= I Member of
2} Workgroups WORKGRF) Member of
B g FRDMAINT Member of PROMAINT ZSERVICE MAINT_40
- ) SOFTWARE Frndly name ALEE
= sretem Veify Disktop [V/D/RA] v
Application Manager ZCOMMAND) Selt Maitenancs Display [N] M
gg”jz'szg;\';%g] Sl Maintenance Interval {hours] 0
7] Methods ZMETHOD) gyus ‘S:d\zr:lmn ~Cale. Pack Sizes Typical
0 Riadia Intent Class ZINTENT, el Addess
& L_!f‘ Radia Processes [;PZ;KUEE‘S'S]] Free Unused Fool Elements A
% BASE_INSTANCE. activates M3 verbose Trace vpath
A msTance Gather Group membership infol/N] N
a3 z a8 Pertam Patching [Y/N] N 2
PRIMARY\POLICY U sers [USERNALEES 62005 |255PM

In Figure 14 above after setting a number of variables, the first connection attribute connects to the
AMORTIZE instance in the ZSERVICE class of the SOFTWARE Domain.
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Figure 15 ZSERVICE.AMORTIZE instance
IDalabase Tree View |Applicalion class Amartize Instance Attibules:
- #5) SOFTWARE ~| [ Name: | Attrbute Desciiption Value ~
it et ¢ Defer (ALERTDEF) ¥ Z5TOP000 Expression Aesolution Method WORDPOSEDMGETVIZMASTERZOS )W,
= 2 Appication ZSERVICE] 4 ZSTOPO Expression Resolution Method - 001
2 _BASE_INSTANCE_ ) Z5TOPON2 Espression Resolution Method - 002
3 B U Z5T0P333 Stop Unless Radia Connect
33 Amtize Windows 55/98 ZSVONAME Senvice Name/Desciiption Amortize

2 Dﬁ AE”\‘;“‘ZE Windons NT/200004P Application Taget Type [4/51
ﬁ G';QEALE‘EW Mandatory o Optional [M/0/MO/0M] o
ﬁ n .‘15 o Service Status on Clent (939] a9
22 Fredbox Drganizer :
= ferre cfml [ zsvcemi Setvice Create Ordering (01-99)
ﬁ S aies nformaton ilg_anwievs_ Conlains SOFTWARE. PACKAGE AMORTIZEZ W35
ﬁ SuausPad g _alwes_ Contains SOFTWARE PACKAGE AMDRTIZE2_NT

£ Application Packages (PACKARE) fe _Avwars_ Contains

Auto Run [EXECUTE) flg _puwirs_ Contains

K5 Behavior Services (BEHAVIOR] Pr _plwers_ Containg

=) Class Defaulls (METACLAS] Jlx _aLwers_ Contains

Deskiop [DESKTOR) Pr _atwisrs_ Contains

8 Diglog Services (DIALOG) o 7] ALwers_ Utilty Resolution Method v

70 Application CLASS Amitize atibutels] displayed 7/82005 Z00PM

An instance of the Service class links to packages. Recall that a service organizes a group of related
packages, methods, or behaviors into manageable units. The figure above begins with an expression
in the ZSTOPO0O0O attribute. An expression allows alternative paths to be taken in a given resolution,
based upon variable data. In this case, the expression checks to be sure that the operating system of
the client computer is allowed for the Amortize software.

A service instance connects to package instances. In our example, the first package instance is to
SOFTWARE.PACKAGE.AMORTIZE2_W95. The Configuration Server looks at the instance. After setting
some of the attributes, there is another expression. If the managed device’s operating system is either
Windows 95 or Windows 98, the resolution process continues with this instance, connecting the file
instances, registry entries, path instances, and shortcuts. If the client has another operating system,
resolution returns to SOFTWARE.ZSERVICE.AMORTIZE at the next connection instance.

Eventually, the resolution process will return to the User instance, finish resolving it, and return to
the process entry point, the SYSTEM.ZPROCESS.ZMASTER instance. Referring back to Figure 13 on
page 37, the next attribute connects to the method, PUTPROF_ZMASTER. A method is a program that
performs functions based on certain parameters. The PUTPROF_ZMASTER method instance is shown
in Figure 16 below.

ZMETHOD.PUTPROF_ZMASTER instance

|Methods class PUTPROF_ZMASTER Instance Attributes:

Figure 16

[Database Tree Vieu:

| Attribute: Description | sialue
Parameters Passed to Method ZMASTER
Method Type [REX<AASM/EXE] ASM

<] PUTPROF_ZALDITD
S| PUTPROF_ZAUDITR
%] PUTPROF_ZCLIENT
S| PUTPROF_ZCONFIG

Member Name of Method EDMMPPRO
=
vﬂ PUTPROF_ZCONFIRM Methed Description Manager Method &ZMTHHAME
Vj FUTPROF_ZERROR Mode INTERNAL] or EXTERNAL]  EXTERNAL

Al FUTPR ER Synchronization Flag [¥] [N] ¥

5~ PUTPROF_ZRSOURCE

"j PUTPROF_ZSERVICE

‘f] PUTPROF_ZSTATS

57| PUTPROF_ZSVCSTAT
7 onToenc Averc

Method Description 1
Methed Description 2
Fletumn Code citical to Plesalution?

‘whiiting Client | dentification Infarmation to Profile

v

=
PRIMARTASYSTEM\Methads (ZME THODRPUITPROF_ZMASTER\ 7/6/2005 302 PM

The Configuration Server executes a final method in the entry point instance, which passes ZMASTER
as a parameter. This causes the contents of the ZMASTER object in global memory to be written to
the PROFILE file of the Configuration Server Database.

After all of the attributes in the SYSTEM.PROCESS.ZMASTER instance are evaluated, the resolution
process completes.
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Installations and Exercises

In the next chapter of this Guide, you will install and configure the HP OpenView Configuration
Management Solutions products necessary to complete the exercises. In the final chapter, you will
perform tasks using these products and components to help you begin to understand how to use the
Configuration Management Solutions. Keep in mind that for the purposes of demonstration, only a
subset of the products and components, and their features will be used. The tasks you will cover are:

1

Essential Processes

Deploying Radia clients to target devices
a Use Management Portal to deploy the Radia clients to a target device.
Publishing data
a  Use Publisher to prepare services.
b Use Management Portal to view the new services created by the Publisher.
Managing Policy
a  Managing Optional Services with Software Manager
— Use Management Portal to entitle the user to an optional service.
—  Use Software Manager to install the service.
—  Use Software Manager to repair a broken service.
b Managing Mandatory Services with Application Manager
— Use Management Portal to entitle the user to a mandatory service.
— Use Management Portal to install the service.
Gathering Hardware and Software Inventory
a Modify and entitle Audit services using Management Portal.
b Use Management Portal to send an Application Manager Notify to install the service.
C  View the results of the audit using Reporting Server.
Managing Security Vulnerabilities with HP OpenView Patch Manager Using Radia

a  Acquire patches from a local data cache. (Note that in a production Patch Manager
environment, you will acquire the patches directly from the operating system’s vendor.).

Use Management Portal to entitle the target device to the vulnerability scan.
Use Management Portal to send an Application Manager Notify to install the service.
View the target device’s security compliance with Reporting Server.

Use Management Portal to entitle the target device to the relevant patches.

- O QO O T

Use Management Portal to send an Application Manager Notify to install the service.
g View that the target device is now in compliance with Reporting Server.

Tracking Application Usage with HP OpenView Usage Manager Using Radia

a Use Management Portal to configure the Usage service.

b Use Management Portal to entitle the target device to the service.

c Use Management Portal to send an Application Manager Notify to install the service.
d

View the results with Reporting Server.
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4 Preparing the HP OpenView
Configuration Management Solutions
Environment

This chapter describes the required hardware for the host machine and how to open and configure
the virtual machines prior to installing HP OpenView Configuration Management Solutions used in
this demo.

A host machine is any machine with the required hardware that can run the VMware software.

A virtual machine is a standalone machine running in a virtual environment. Consider the virtual
machine a separate machine. Depending on the hardware, a host machine can support multiple
virtual machines with various operating systems. For example, you may have a Windows XP host
machine running VMware workstation with two VMware machines —one running Windows 2003
Server Enterprise Edition and the other running Windows XP SP2.

For this guide, we have provided two VMware images for you to use—a server and a target device.

You will learn how to open these virtual machines on your host machine.

0 This is intended to be a demonstration for internal use only. Do not put the environment
created with this guide on the HP Network or use it in a production environment.

Also, use only the resources provided on the DVD to create this environment.

Host Machine Requirements

The host machine is the machine that has VMware 5.5 running and will contain the target and server
images. This machine must have the following:

e A minimum of 1.5 GB - 2 GB memory
e 20 GB free disk space

e VMware workstation 5.5 (Note that the DVD does not contain VMware 5.5. You can download a
30-day trial version from www.vmware.com.)

0 Do not perform the HP OpenView Configuration Management Solution installations
covered in this guide on the host machine. All installations should be performed on the
virtual server machine in order for this environment to work properly.

Setting Up Your Virtual Environment

This section describes how to prepare your virtual environment. Your virtual environment consists
of two pre-configured virtual machines, a server (HPOV Config Mgmt Server) and a target device (HP
OVCM Target Device).

The server machine is where you will perform all of the HP OpenView Configuration Management
Solution installations covered in this guide.
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To open the virtual server machine

1

10

12

From the HP OpenView Concepts and Processes DVD, copy \VMware images\HP OVCM
Server to your host machine.

Open ..\HP OVCM Server and right-click HP OVCM Serverl.zip and select Extract to
here.

When the files are extracted, delete HP OVCM Serverl.zip and the files HP OVCM
Serverl.z01 through HP OVCM Serverl.z1O0.

Go to Start>All Programs->VMware->VMware Workstation.
The VMware Workstation software opens.
Go to File=>Open.

Browse to the location where you saved the HP OVCM Server folder, open the folder, select
Windows Server 2003 Enterprise Edition.vmxand click Open.

The HPOV Config Mgmt Server tab opens.

B HPOV Config Mgmt Server - VMware Workstation

: File Edit View VM Team Windows Help
mmb& I BGRBICOO0E @B
A~
HPOV Config Mgmt Server 3
State: Powered off
Guest 05: Windows Server 2003 Enterprise Edition
Configuration file: F:\CAPTesting'\Final Server Test'HP OVCM Server\Windows Server 2003 Enterprise Edition. vmx
Version: Current virtual machine for YMware Workstation 5.5.1
Snapshot: Server up to Messaging Server
Commands Devices
D Start this virtual machine Memary 334 MB
H}:'_'I Edit virtual machine settings & Hard Disk (SCSI 0:0)
B Clone this virtual machine %CD‘ROM (IDE 1:0) Using drive D:
EBEthernet Host-only
@ USE Controller Present D
@) Audio Auto detect
@8 virtual Processors 1
Notes ¥
< | &

Right-click the HP OV Config Mgmt Server tab and select Settings.
Click the Options tab.

In the Settings column, select Snapshots.

In the General area, clear the Disable snapshots check box.

Click OK.

Click Start this virtual machine.
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15
16

When you see the message asking whether you want to create a new unique identifier
(UUID). Click Create and then OK.

When the Welcome to Windows dialog box opens, click in the window and then press CTRL +
ALT + Insert.

Log on with the user ID Administrator and password radia.
Click OK.

You may need to change the subnet because this information is automatically assigned when you
install VMware. In order for this image to work:

a Go to Edit> Virtual Network Settings.

b Check the Summary tab to see if VMnet1 is set to subnet 192.168.5.0. If it is not, click the
Host Virtual Network Mapping tab and click the arrow next to VMnet1 and select Subnet.
Set the IP address to 192.168.5. 0 and the Subnet Mask to 255.255.255.0.

You may also need to remove the DHCP server from VMware. To do this, select the DHCP tab
and then select the appropriate Virtual Network, VMnetl and click Remove.

Consider taking a snapshot of your target device while it is in a clean state. This way,
you can quickly revert to the snapshot if necessary. To do this, right-click the HP OV
Config Mgmt Server tab and select Take Snapshot. Type a name such as Initial
Server Image and click OK. It may take a few minutes for the snapshot to be
completed.

To open the virtual target machine

1

(¢)]

From the HP OpenView Concepts and Processes DVD, copy \VMware images\HP OVCM
Target to your host machine.

Open ..\HP OVCM Target and right-click HP OVCM Targetl.zip and select Extract to
here.

When the files are extracted, delete HP OVCM Target 1.zip and the files HP OVCM
Targetl.z01 through HP OVCM Targetl.z08.

In VMware, select File> Open.

Browse to the location where you saved the HP OVCM Target folder, open the folder, and select
Windows XP Professional.vmx.

Click Open.

Right-click the HP OVCM Target Device tab and select Settings.
Click the Options tab.

In the Settings column, select Snapshots.

In the General area, clear the Disable snapshots check box.
Click OK.

Click Start this virtual machine.

When you see the message asking whether you want to create a new unique identifier
(UUID). Click Create and then OK.

When the Welcome to Windows dialog box opens, click in the window and then press CTRL +
ALT + Insert.
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14 Log on with the user ID Administrator and password radia. Confirm that the Log on to drop
down list box is set to DEMO.

Consider taking a snapshot of your target device while it is in a clean state. This way,
you can quickly revert to the snapshot if necessary. To do this, right-click the HP OVCM
Target Device tab and select Take Snapshot. Type a name such as Initial Target
Image and click OK. It may take a few minutes for the snapshot to be completed.

Now, you have your virtual environment and can begin installing the HP OpenView Configuration
Management Solutions.
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5 Installing the HP OpenView
Configuration Management Solutions
Software

This chapter describes how to install and configure the HP OpenView Configuration Management
Solutions software on your virtual server machine.

Figure 17 below provides an overview of what you will install in this demonstration environment.

Figure 17 Installation and configuration flow used in demo \environmenti

( Installing the
\ P Messaging Server
Installing the Installing and Configuring
Configuration Server the Policy Server
Installing and Configuring ( g ﬁ E;" Installing Packager
the Administrator WOrkstanon " w for Windows
Installing and Configuring Installing and Configuring | q )
tf the Patch Manager Knowledge Base Manager |\ "

“/ .,-\ ,/ Installing and Configuring
n, Usage Manager

V4
Installing the Installing and. Configuring
Management Portal the Reporting Server

Creating and Configuring
SQL Databases

Installing the Proxy Server

About the installation media and tools

The HP OpenView Concepts and Processes DVD contains everything you need to complete the
instructions in this document. Below is a description of the folders and their contents.

Note that there are additional files and directories for other platforms and products that will
not be used.

Be sure to use only the media specified in this guide.
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Table 9 HP OpenView Concepts and Processes DVD Contents

Folder

Contents

\Applications 111705

Version 4.2 installation for the Radia Client

\ConfigurationServer 11
1705\management_infrast
ructure

Version 4.2 installations for:
e HP OpenView Configuration Server Using Radia
e HP OpenView Administrator Workstation Using Radia

e HP OpenView Extensions for Windows Installer Using
Radia

\Infra 111705\extended
infrastructure

Version 4.2 installations for:
e HP OpenView Knowledge Base Manager Using Radia
e HP OpenView Management Portal Using Radia
e HP OpenView Proxy Server Using Radia

\Infra 111705\managemen
t extensions

Version 4.2 installation for the HP OpenView Policy Server
Using Radia.

\Licenses_and Serial Nu
mbers

e Radia RUP.txt contains the license string for the HP
OpenView Extensions for Windows Installer Using
Radia, HP OpenView Usage Manager Using Radia and
Patch Manager.

e RADIA v3+.nvdis the license file used for all other
HP OpenView Products used in this document

\Patch prerequisite_sof
tware\extended
infrastructure\messagin
g server

Installation for HP OpenView Messaging Server 3.2 Using
Radia

\Patch_prerequisite_ sof
tware\extended
infrastructure\reportin
g_server

Installation for HP OpenView Reporting Server 3.2 Using Radia

\Patch prerequisite sof
tware\Radia Self
Maintenance

Update to nvdkit.exe for the Radia client to the 8.4 tcl version

\Patch prerequisite sof
tware\Management Portal
~ 2.1 Updates

e The Tcl 8.4 metakit conversion utility

e HP OpenView Management Portal Using Radia updates.

\PatchMgr 3.0\
Extended infrastructure
\patch manager server

Installation for HP OpenView Patch Manager 3.0 Using Radia

\PatchMgr 3.0\
local patches

The patches that you will use in the exercises for patch
acquisition.

\Publications CD

Comprehensive documentation about all of the products
covered in this guide. For new documents and updated
versions, go to
http://ovweb.external.hp.com/lpe/doc_serv/

\Resources

Miscellaneous resources that you will need while using this
document.
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Folder Contents

\UsageManager Installation for HP OpenView Usage Manager Using Radia.
\VMware images\HP OVCM A compressed VMware image of a server with the following:
Server

e Windows 2003 Server Enterprise Edition SP1

e Microsoft’s SQL Server 2000 and Service Pack 4
e 1GB of memory

e 16 GB free disk space

e Internet Information Services (IIS)

e Active Directory

e DHCP

e DNS Server

e VMware tools

\VMware images\ HP OVCM A compressed VMware image of a target machine with
Target Windows XP with Service Pack 2.

Before You Begin

e Ifnecessary, create Shared folders so that you can access information on your host machine. To
do this, see Configuring Shared Folders in VMware on page 126.

e Copythe \Licenses_and Serial Numbers folder to the server desktop.
e Be sure that you are comfortable using VMware.
— Remember that you have to click in an image to make it active.
— Torelease your cursor, press CTRL + ALT on your keyboard.
— Toreboot or shutdown the machine, press CTRL + ALT + Insert on your keyboard.

— Make sure you understand how to take snapshots and how to use the Snapshot Manager. We
recommend that you take snapshots of your work along the way so that if necessary, you can
return to an earlier snapshot, rather than going back to the initial image. This is also helpful
when performing the exercises because it will allow you to perform them more than once by
returning to an earlier snapshot.

e  Whenever instructed to perform a manual exercise, such as typing information into fields, be
very careful. A typo can affect the outcome of your installation.

\Reference Guide for the Environmenﬂ

Use the following table as reference for information that will be provided throughout this document.
This table contains user ids, passwords, IP addresses and more.

General Setup

Table 10 General

Item Value

Domain Demo.hp.com
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Item

Value

Pre-defined users with their
organizational units, user ids and

Lisa Black

passwords

e ou = Corporate

ou = Engineering
uid = LBlack
pw = HPOV#0123

Mark Smith

ou = Corporate
ou = Engineering
uid = MSmith

pw = HPOV#0123

Jessica Putnam

ou = Corporate
ou = Marketing
uid = JPutnam

pw = HPOV#0123

Larry Linzer

ou =Corporate
ou = Marketing
uid = LLinzer

pw = HPOV#0123

Table 11 HPOV Config Mgmt Server
Item Value
Administrator User Name Administrator
Administrator Password radia
Server IP 192.168.5.40
SUBNET Mask 255.255.255.0
Hostname HPOVSERVER
Default Gateway 192.168.5.2
Preferred DNS Server 127.0.0.1




Table 12 HP OVCM Target Device

Item Value
Administrator User Name Administrator
Administrator Password radia

P 192.168.5.10

Subnet mask

255.255.255.0

Default Gateway 192.168.5.2

Preferred DNS Server 192.168.5.40

hostname hpovclient
Table 13 SQL Server

Item Value

SQL administrator name sa

SQL administrator password radia

Inventory Manager Database Name Inventory

Patch Manager Database Name Patch

Usage Manager Database Name Usage

ODBC DSN Name for Inventory Database Inventory

ODBC DSN Name for Patch Database Patch

ODBC DSN Name for Usage Database Usage

Table 14 HP OpenView Configuration Server Using Radia

Item Value
Configuration Server Name RCS
Configuration Server ID 001
Zone Name Demo

Installing the HP OpenView Configuration Management Solutions Software
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Table 15 Proxy Server

Item Value

RPS User ID RPS

Table 16 Management Portal

Item Value
User Id admin
Password secret
Management Portal Zone Name Demo

Demo

Zone Friendly Name

Creating and Configuring SQL Databases

Several of the HP OpenView Configuration Management Products use a structured query language
(SQL or Oracle) database via ODBC. These databases store information that you can view through
the HP OpenView Reporting Server Using Radia. For this installation, you will use SQL Server only.

You must create the databases and create the ODBC connections to the databases prior to installing
the products. You will also perform administrative tasks for allocating space and creating user IDs
and passwords for the Databases.

Repeat the following steps three times in order to create three databases—Inventory, Patch, and
Usage.

To create the databases

1 Onthe HPOV Config Mgmt Server, go to
Start->All Programs->Microsoft SQL Server->Enterprise Manager.

2 Expand the tree on the left until you see the Databases folder.
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Eile Ackion \View Tools ‘Window Help N
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=
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{1 Databases Transforma. ..
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D Management

{1 Replication

D Security

{:I Support Services

ID Meta Daka Services

3 Right click the Databases folder and select New Database.
The Database Properties window opens.

4 In the Name text box, type Inventory.

) Each time you repeat these steps give the database a new name - Patch and Usage.

5  Select the Data Files tab.
In the Initial size (MB) field, type 50.

7 In the File Properties area, confirm that the Automatically grow file check box is selected.
Select by percent and type 20.

8 Select the Transaction Log tab.
In the Initial size (MB) field, type 25.

10 In the File Properties area, confirm that the Automatically grow file check box is selected.
Select by percent and type 20.

11 Click OK.

15 Repeat these steps two more times, changing the value that you enter in the Name text box to
Patch and Usage.

16 When you are done, close the SQL Server Enterprise Manager.

When you have created the three databases, you will create ODBC system connections to the SQL
Databases.

To create ODBC System Connections to the SQL Databases

You must create ODBC system connections in order to post data to your SQL Databases.
1 Goto Start> Administrative Tools>Data Sources (ODBC).

2 Inthe Data Source Administrator dialog box, select the System DSN tab.
3 Click Add.
4

In the Create New Data Source dialog box, select SQL Server.
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Click Finish.

When creating an ODBC System Connection to the Inventory Database, in the Create a New Data
Source to SQL Server dialog box, type Inventory for the name and description for the data
sources.

You will repeat these steps two more times. Each time, type a new name and
description - Patch and Usage.
From the Server drop-down list box, select the name of the server, HPFOVSERVER.
Click Next.

For How should SQL Server verify the authenticity of the login ID? select With SQL Server
authentication using a login ID and password entered by the user.

10 Inthe Login ID text box type sa, and in the Password text box type radia for the SQL server
authentication.

11 Click Next.

12 Select the Change the default database to check box and then select the appropriate database for
the connection you are creating. For example, if you are creating a connection for the Inventory
database, select Inventory.

13 Click Next.

14 Leave the default settings and click Finish.

15 Inthe ODBC Microsoft SQL Server Setup dialog box, click Test Data Source to test your
data source connectivity.

16 When the test has completed successfully, click OK until you return to the System DSN tab in the
ODBC Data Source Administrator.

) In the rare event that this test fails, your SQL service may have stopped or become
unavailable before testing the data source. To check whether your SQL service is running,
go to Start>All Programs->Microsoft SQL Server->Service Manager. If the service is
stopped or paused, click Start/Continue and then retry the data source test.

17 Click OK.

18 Repeat these steps (from step 3) two more times, changing the value that you use for the name
and description to Patch and Usage.

19 After you have created all of the connections, click OK in the ODBC Data Source Administrator
dialog box.

Installing the HP OpenView Configuration Server Using
Radia

The HP OpenView Configuration Server Using Radia resides on a single server, or several can be
installed across a network. The Configuration Server installation also contains the Radia Database. To
view or manipulate the contents of the Database, you must use the Management Portal or the System
Explorer.

In this demo, you will install the Configuration Server on a single server. Use these instructions for
the installation.
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) Leave the defaults unless noted otherwise in the instructions below.

To install the HP OpenView Configuration Server Using Radia

1

From the HP OpenView Concepts and Processes DVD go to
\ConfigurationServer 111705\management infrastructure\configuration_
server\win32 and double-click setup.exe.

On the select products to be installed and supported window, select the Patch Manager and
Usage Manager check boxes.

On the License Information window, browse to \Licenses_and_Serial_ Numbers and
select RADTA v3+.nvd.

In the Specify the Zone Name text box, type Demo. The Zone Name is a label for the group of
intended target devices.

Click Install.
Click Finish.

Updating the HP OpenView Configuration Server Using Radia

You must update the HP OpenView Configuration Server Using Radia so that you have the latest
version which supports the Messaging Server.

To update the HP OpenView Configuration Server Using Radia

1

3

From the HP OpenView Concepts and Processes DVD go to
\ConfigurationServer 111705\management infrastructure\configuration
server\migrate rcs.

Copy the file ZTASKEND (dated 8/10/2005) and paste it into
C:\Novadigm\ConfigurationServer\rexx.

Open C: \Novadigm\rexx\Novadigmand rename ZTASKEND to OLDZTASKEND.

Next, you must copy a new taskend.tcl to support Radia Reporting.

To apply the taskend.tcl file to your Configuration Server

1

2
3
4

Stop the Configuration Server Service.
Go to Start-> Administrative Tools->Services.
Select Radia Configuration Server, right-click and select Stop.

Goto C:\Novadigm\ConfigurationServer\Lib\taskend. tcl and rename it to
taskend.old.

From the DVD, goto \Patch_ prerequisite software\extended infrastructure
\reporting server\win32\media\PreReq\RCS\LIB and copy taskend.tcl.

Paste this file into C: \Novadigm\ConfigurationServer\Lib.
Start the Configuration Server Service.
a  Go to Start->Administrative Tools->Services.

b Select Radia Configuration Server, right-click and select Start.
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Installing and Configuring the Administrator Workstation

The Administrator Workstation contains a set of tools for basic administrative functions such as
managing the Radia Database, preparing applications, and viewing client objects.

Use these instructions to install the Administrator Workstation.

) Leave the defaults unless noted otherwise in the instructions below.

To install the Administrator Workstation

1 From the HP OpenView Concepts and Processes DVD, go to
\ConfigurationServer 111705\management infrastructure\administrator

workstation\win32 and double-click setup.exe.

2 Onthe IP address and port window, type the IP address, 192.168.5. 40, for the Configuration
Server.

3 Once the installation is complete, go to Start->All Programs->Radia Administrator
Workstation>Radia System Explorer to open the System Explorer.

4 Inthe User ID text box, type RAD_MAST and leave the password text box blank.
5 Inthe System Explorer, go to View>Options and set the options as follows.
See HP OpenView Administrator Workstation Using Radia: System Explorer Guide for

more information about these options.

For this demo, use the recommended settings; otherwise your view of the System
Explorer may be different from what is shown in this document.

a  Onthe General tab, select the Show Class Names Next to Descriptions check box as shown in
the figure below. Leave the rest of the default settings.

General I Ingtance Dptionsl Advancedl KB Autolmportl Watify |

— General Dption
—window & Font Setting

v Save onExit Save Now

r— Open Clazs Editor 'wher:
¥ A Mew Class s Added [¥ A Class |5 Copied

[¥ Show Class Mames Next ko Descriptions

Shaw ID_::I Instance Prefisles) in the Tree

[¥ Show Grid Lines “When List |: Set To Details View
[¥ Upper Case the User ID at Spstem Explorer Logon

I~ Lock the splitter bar distance ta the right side of the screen

Cancel |

b Onthe Instance Options tab:

—  Clear the check boxes for Before Instance Updates, Before Connections are Made and
After Successful Connections.
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— In the When Displaying Instance Attributes, Show Attribute, select Both.
—  Select the Highlight _BASE_ inherited variables with an Underbar check box.

General  Instance Options |Advancad| kB Aululmpulll Matify |
r~Instance Option

Prompt

I~ Before Instance Lpdates I~ Before Connections are Made

¥ Before Instance Deletes I~ After Successhl Connections
“w/arn before tying to display more than g9g  instances

‘wWhen Displaying Instance Attributes, Show Attibute

i Mames " Descriptions {+ Both
|¥ Use Edit Masks When Editing Instances
[¥ Highlight _BASE_ inherited wvariables with an Underbar

Cancel |

C Onthe Advanced tab, select the Show Add Edit and Replace options for File type
components check box as shown below.

Generall Instance Options  Advanced | KB Autolmpoltl Natify |
i~ Advanced Option:
Tracing Option:

I~ Dump Ohjects

I~ Dump Objects Soited

I~ Dump Parameter Lists

Tracing is currently tuned: arf

Waming: Tracing may affect system performance

|¥ Show £dd Edit and Replace options for File type components

Cancel |

8 Click OK
9  From the View menu, select List View->Details.
10 From the View menu, select Tree lcons=>Small.

11 Close the System Explorer.
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Performing Radia Self Maintenance

You must use the supplied Client Self-Maintenance package to automate the distribution of an
updated nvdkit.exe (which uses Tcl 8.4 for its performance improvements).

To import the client self maintenance package

1 From the HP OpenView Concepts and Processes DVD go to \Patch prerequisite
_software\Radia Self Maintenance\4.x and copy the filesto C:\Novadigm
\ConfigurationServer\Bin.

2 Go to Start->Administrative Tools->Services.
3 Go to the Radia Configuration Server service, right-click it and select Stop.

4 Go to command prompt and change the directory C : \Novadigm
\ConfigurationServer\Bin.

5  Type the following:
Zedmams zfile import.txt
A return code of 0 or 4 is successful.
6 Exit the command window.
Go to Start->Administrative Tools=>Services.

8 Go to the Radia Configuration Server service, right-click it and select Start.

Updating the HP OpenView System Explorer Using Radia
You must perform this update for your HP OpenView System Explorer Using Radia to work properly.

1 From the DVD, go to \resources and copy R3207241. zip to your machine.

2 Extractthefileto C: \Program Files\Novadigm.

Installing and Configuring the HP OpenView Patch
Manager Using Radia
HP OpenView Patch Manager Using Radia provides an administrator with the ability to configure
acquisition tools to automatically collect security patches from a vendor’s web-based security patch

repository. In addition, Patch Manager can perform impact analysis and pilot testing to identify
affected applications and devices.

Use these instructions to install HP OpenView Patch Manager Using Radia 3.0.

) Leave the defaults unless noted otherwise in the instructions below.

To install the HP OpenView Patch Manager Using Radia

1 From the HP OpenView Processes and Concepts DVD, go to
\PatchMgr 3.0\extended infrastructure\patch manager server\win32.

2 Double-click setup.exe.
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For Select Components to Install, select all of the check boxes.
Goto \Licenses_and_Serial Numbers\RADIA v3+.nvd, selectthe fileand click Open.

Specify the Integration Server IP address 192.168.5. 40.

o O AW

Accept the rest of the defaults and click Install.
) The installation may seem to stall at 44%. However, it will continue after a short wait.

When asked if you want to delete the existing PATCH domain, click Yes.

8 When asked if you want to open a web browser to finish the configuration, click Yes. The URL
for the web page is http://192.168.5.40:3466 /patch/manage/admin.tsp.

/3 Patch Manager Administrator - Microsoft Internet Explorer =lal x|

Elle Edit View Favorites Tools Help | ";'

Back = - |x] |a \J /) Search  <'¢ Favorites 42 I* D
[ 2 z L =

Configuration

@, Configuration Settings
Cpentien Infrastructure Settings
Metwork and Proxy Settings
Patch Agent Upciates
Preferences
‘endor Settings
Al Settings

¥ Acquistion Settings

istrator N

Patch Manager started on 2006-04-27 14:16:07

Welcome to the Patch Administrator.

Operations
Patch Manager must be configured before patches can
be acquired or deployed.

Qpen Configuration Settings to provide required

& Start an Acquisition

\T} Perform & Synchronization

B View Logs parameters.
D Wiew mgent Updates
,@ Wigs Acouisition History
g Delete Devices -
\ S
& [T | e edes

9 On the left, in the Configuration area, click All Settings.
10 Enter the following information:
a Inthe Configuration Server area, type RAD_MAST in the User ID text box.
b Inthe ODBC DSN area; in the Name text box, type Patch and the password, radia.

C Inthe Patch Agent Updates area, make sure that the following are selected - Publish and
Distribute, All, Version 3.

d Inthe Reporting Server area, replace reportingserver with reporting.
11 To save your changes, click Save.
12 Click Apply configuration Changes Now and then click Apply.

The page displays the date and time that the Patch Manager was started.
13 Click Perform Database Synchronization Now and then click Submit.
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You should view a Database Synchronization in progress message, including the start
date and time .

When done, you will see a final message that says Patch Manager started on MM-DD-YY
HH:MM.

Using the MoveRIS Utility (internal use only)

The following procedure is a temporary internal solution to an issue where nvdkit.exe consumes
100% of the server’s CPU. The issue is caused by co-locating Patch 3.0 (which uses tcl 8.4) on the
same Integration Server instance using tcl 8.2. This issue can be resolved by running Patch 3.0 by
itself on a separate Integration Server that utilizes the new nvdkit. To do this, you can use the
MoveRIS utility.

To use the MoveRIS utility

1 From the DVD, Go to \resources\MoveRIS_1.2.4\ and copy MOVERIS.CMD and
RISINDEX.CMD from \resources to C: \Novadigm.

2 Open a command prompt and change the directory to C: \Novadigm.

w

Type the following command: Moveris.cmd RPMand press Enter on your keyboard.

This duplicates the RIS instance and configures it to run on the port, 3469.

When Notepad opens and displays the module load lines, close Notepad to continue the move.
When you are done, go to C: \Novadigm and delete MOVERIS.CMD and RISINDEX.CMD.
Go to C: \Novadigmand you will notice a new directory called PatchManager 3469.

Go to C:\Novadigm\PatchManager 3469\etc and use Notepad to open patch.cfgq.

© N oo O N

Do a search for IntegrationServer and replace it with PatchManager_3469. You should make five
replacements. The lines where the replacements should be made are listed below.

DATA DIR {C:\Novadigm\IntegrationServer\data}
ETC C:/Novadigm/IntegrationServer/etc/patch
HOME C:/Novadigm/IntegrationServer/modules/patch.tkd
LOG C:/Novadigm/IntegrationServer/logs
ROOT C:/Novadigm/IntegrationServer
9 Save and close patch.cfg.

10 Go to Start> Administrative Tools->Services if you want to see the new Patch Manager
Service. It is called Radia Integration Server (httpd-rpm) with a description of Patch Manager.

11 To open the Patch Manager Administrator, go to http:://192.168.5.40:3469 /patch
/manage/admin.tsp. Add this page to your Favorites.

) If you receive an Internet Explorer message indicating that the content from the Web
site is blocked, click Add. In the Trusted sites window, click Add and then click Close.

Acquiring Patches

Typically patches are acquired from the vendor and require Internet access. However, for this demo
we do not have internet access and will use a pre-populated configuration.
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To store patches locally
1 InC:\Novadigm\PatchManager 3469, create a directory called data.

2 From PatchMgr 3.0\local patches, copy the \patch directory and the packing.list
to C:\novadigm\PatchManager 3469\data\.

Installing the HP OpenView Proxy Server Using Radia

The HP OpenView Proxy Server enables Radia-managed devices to receive application data over the
Local Area Network (LAN) instead of across a Wide Area Network (WAN). HP OpenView Proxy
Servers increase scalability while dramatically reducing traffic over the network. The HP OpenView
Proxy Servers used in your environment are beneficial if you have many target devices requesting
the same resources from the same location. When data is cached on the HP OpenView Proxy Server,
the demand placed on the HP OpenView Configuration Server is decreased, allowing the HP
OpenView Configuration Server to allocate more resources to other tasks.

Placing the HP OpenView Proxy Servers at strategic points in your network increases the efficiency at
which data is transferred. The connection between subscribers and the HP OpenView Proxy Server
may be more efficient than the connection between the subscribers and the HP OpenView
Configuration Server. The factors that determine the efficiency of a connection between a server and
a target device include hardware capability, network bandwidth, workload on the servers, network
traffic patterns, and the volume of software to be distributed.

For this demonstration, a Proxy Server isn’t truly necessary because we have a simple
environment. However, since it is generally recommended to use Proxy Servers (because
they can deliver data via HTTP) and to co-locate them if other Proxy Servers aren’t being
used, we will install a co-located Proxy Server in order for you to gain the experience.

A co-located proxy server is a Proxy Server placed on the same machine as the Configuration
Server to provide a source for downloading resources to other HP OpenView Configuration
Management Solutions using HTTP.

Use these instructions to install the Proxy Server.

) Leave the defaults unless noted otherwise in the instructions below.

To install the HP OpenView Proxy Server Using Radia

1 From the HP OpenView Concepts and Processes DVD go to
Infra 111705\extended_infrastructure\proxy server\win32 and double-click
setup.exe.

2 Onthe License Information window, browse to \Licenses_and_Serial Numbers and
select RADTA v3+.nvd.

3 Inthe Server IP address text box, type the server machine’s IP address, 192.168.5. 40.
Click Install and then click Finish.

Because you are installing the Proxy Server on the same machine as the Configuration Server,
you must configure the proxy as a co-located proxy. To do this:

a  Useatext editor to open C: \novadigm\IntegrationServer\etc rps.cfg.

b Change static-root to C: /Novadigm/ConfigurationServer/DB and the static-type
attribute to server and as shown in the example below:

-static-root "C:/Novadigm/ConfigurationServer/DB"
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-static-type server

) Be sure to use forward slashes as shown in the example above.

C Save and close the file.

6 Restart the Radia Integration Server service.

To restart the Radia Integration Server service
1 Goto Start-> Administrative Tools->Services.

2 Select Radia Integration Server (httpd), right-click and select Restart.

Installing the HP OpenView Management Portal Using
Radia

The HP OpenView Management Portal Using Radia is a web-based interface that can be used to
manage your HP OpenView Configuration Management infrastructure. Use these instructions to
install the Management Portal.

) Leave the defaults unless noted otherwise in the instructions below.

To install the HP OpenView Management Portal Using Radia

1 From the HP OpenView Concepts and Processes DVD go to \Infra 111705\extended
_infrastructure\management portal\win32 and double-click setup.exe.

2 Inthe Management Portal Zone Name text box, type Demo.
3 Inthe Management Portal Zone Friendly Name text box, type Demo .

4 When prompted, click Yes to allow Remotely Installable Infrastructure Components to be
copied.

5 When prompted, click Yes to allow Remotely Installable Client Components to be copied.

6 When prompted for the location of these files, browse to the \Applications 111705 folder
and click Next.

When prompted, click Yes to install the Documentation.

When you are prompted for the location of these files, browse to the \Publications CD
folder and click Next.

9 After you complete the Management Portal installation, a web page opens the Management
Portal. Set this page as the default home page.

To log into the Management Portal, the user id is admin and the password is secret.

) If you get a message about the content from the Web site being blocked, click Add. In
the Trusted Sites dialog box, click Add and then Close.

10 Close the web browser.
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Configuring the Management Portal to access the Configuration
Server

You must add a new directory service to configure a connection between the Management Portal and
the Configuration Server.

To configure the Management Portal

1 Open your Web browser. If you set the Management Portal as the default page, it will load
automatically. If not, go to http://192.168.5.40:3466. In the User Name text box, type admin
and in the Password text box, type secret.

Click Login.

In the workspace, click the ZONE: Demo icon, then click Configuration, and then click
Directory Services.

4 From the Model Administration task list, click Add Directory Service.
5 Inthe Type list box, select ds-rcs.

In the URL text box, change the value of localhost to the IP address of the Configuration Server
whichis 192.168.5.40.

7 Click Submit.

Now, you can see the classes stored in the Primary file of the Radia Database.

2 Zone: Demo .../demoy config/primary - Microsoft Internet Explorer =10l x|

File Edt Wew Favorites Iools Help ‘ i
Qoack + 0 v ¥ 2] h| Oseach JoFavaries £ | (00 1w B
Address [{&] hitp:iflocalhost:3166] B |unks >

HOME

Radia Management Portal

Description:

»

B [ Zone: Demo |

2 [ Configuration | [ Admin | [ Audit | [ Client |
< [ Directary Services |
“B [ RCS Datahase |
e *[ Primary |* | Patch | | Patchrngr | | Palicy |

Group of Tasks [} D
[ Software | [ Systemn ] [ Usage | =
| _l_I

[Efoone T Modmwee

) You may want to click ) to create a shortcut in the Management Portal’s desktop to
the Primary file. If you click this icon, you will be asked to confirm that you want to add
a shortcut. Click the check mark to confirm.

In the future, you will not have to navigate to Zone: Demo, Configuration to access this
information. When you log into the Management Portal, Primary will be one of the
items on the main desktop.
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Installing the HP OpenView Messaging Server Using

Radia

The Messaging Server is a service that is used with several of the HP OpenView Configuration
Management infrastructure components. It continually monitors pre-defined locations on the server
and routes data to external destinations.

Use these instructions to install the Messaging Server 3.2.

) Leave the defaults unless noted otherwise in the instructions below.

To install the Messaging Server

1

10

Goto \Patch prerequisite software\extended infrastructure
\messaging server\win32 and double-click setup.exe.

On the Select each Data Delivery Agent (DDA) to Install dialog box, select all of the check boxes
and click Next.

For the RIM Server IP Address type the IP address 192.168.5. 40 for the server.
For the RIM Server Port, leave the default 3466.

The RIM information must be entered even though we are not using the Inventory
Manager. This is included for compatibility with existing installations of the Messaging
Server.

Leave the RMP IP Address and Port text boxes blank.
Leave the default Store and Forward Port as 3461.

On the RMS Configuration screens:

a For the Data Source Name, type Patch.

b For the Data Source User Name, type sa.

c For the Data Source Password, type radia.

On the Core Data Delivery Agent Configuration screens:

a For the Data Source Name, type Inventory.

b For the Data Source User Name, enter sa.

c For the Data Source Password, enter radia.
Type the RMP IP address 192.168.5. 40.

Type the RMP Port 3466.

On the Inventory Data Delivery Agent Configuration screens:
a For the Data Source Name, type Inventory.

b For the Data Source User Name, type sa.

c For the Data Source Password, type radia.

On the WBEM Data Delivery Agent Configuration screens:
a For the Data Source Name, type Inventory.

b For the Data Source User Name, type sa.
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c Forthe Data Source Password, type radia.
13 On the Patch Data Delivery Agent Configuration screens:
a For the Data Source Name, type Patch.
b For the Data Source User Name, type sa.
Cc For the Data Source Password, type radia
14 To install the Messaging Server, click Install.
15 When the installation has completed, click Finish.
16 GotoC:\novadigm\MessagingServer\etc.
17 Use a text editor to open wbem.dda.cfg.
18 Change the values of AUTOCREATE and STARTUPLOAD to 1.
— AUTOCREATE enables the creation of a new SQL file and table entry for a new object class.

— Setting STARTUPLOAD to 1 allows SQL tasks to be performed when the Messaging Server
starts up.

19 Save and close the file.
20 Use a text editor to open core.dda.cfaq.
21 Change the value of STARTUPLOAD to 1.
22 Save and close the file.
23 Use a text editor to open inventory.dda.cfg.
24 Change the value of STARTUPLOAD to 1.
25 Save and close the file.
26 Restart the Messaging Server service.
a  Go to Start>Administrative Tools>Services.

b Select Radia Messaging Server, right-click and select Restart.

Installing and Configuring the HP OpenView Policy
Server Using Radia

The HP OpenView Policy Server integrates with Microsoft’s Active Directory. The Policy Server is a
Web server used for administration purposes such as mapping services to users in the directory tree.
It provides integration and extended enterprise functionality with your directory services.

Policy method connections in the Configuration Server Database are used to determine what services
should be distributed and managed for the user that is currently logged on by querying the HP
OpenView Policy Server.

Modifying the Active Directory Schema

The HP OpenView Policy Server integration with Microsoft’s Active Directory requires that certain
attributes be added to the Directory schema. A properly formatted LDIF file has been included on the
DVD.
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To modify the Active Directory Schema

1 From the HP OpenView Concepts and Processes DVD go to \Resources and copy demo.1dif
to your server machine.

Go to a command prompt and change to the directory containing the demo.ldif file.
Type the command 1difde -I —-f demo.1ldif and press Enter.

The script runs and makes the necessary changes to your schema. You will be advised when the
command has been completed successfully.

Installing the HP OpenView Policy Server Using Radia
Use these instructions to install the Policy Server. Leave all of the defaults.

To install the Policy Server:

1 From the HP OpenView Concepts and Processes DVD, go to Infra 111705
\management extensions\policy_ server\win32 and double-click setup.exe.

2 Click Install.

0 If prompted, do not replace nvdkit with an older file.

3 Click Finish.

Configuring the HP OpenView Policy Server Using Radia for Active
Directory

Use the steps below to configure the Policy Server to communicate with Active Directory.

To configure the Policy Server for Active Directory

1 Open your Web browser. If you set the Management Portal as the default page, it will load
automatically. If not, go to http://192.168.5.40:3466.

In the top right banner area, click POLICY.

Click Setup.

The Setup/Configuration window opens.

a  Change Type to 1dap.

b Inthe LDIF text box, delete acme.ldif and leave this empty.

c For Host, enter the IP address of the server machine 192.168.5.40.
d In Base Dn type de=demo ,dc=hp,dc=com

e InBind Dn type administrator@demo.hp.com.

f  Inthe Bind Pw password, type radia.
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Policy> LDAP> [Browse] | [Config] | [Query] | [Refresh] | [Status] | [Setup] | [Test] |

Setup/Confignration
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to disk.

Type & ldap © ldaps € 1df
Ldif [
Host®  [192.1685.40

Port*® 2]
Version 263

Base Dn |dc:demn‘dc:hp‘dc:cnm

Bind Dn Iadmimslralm@demn hp.com
Bind Pw I-un

Prefix®  [edm

Strict @0

Fl PO T

4 To save your changes, click Submit.

5 Ifthe changes were accepted, you will see the following message:

@ Submission Accepted:

& pm.cfg has been updated

Configuring the HP OpenView Management Portal Using Radia for
Active Directory
You can use the HP OpenView Management Portal to mount and browse LDAP directories to be used

for policy management. To do this, you must add a directory service for Active Directory in the
Management Portal.

To add a directory service for Active Directory

1 Open your Web browser. If you set the Management Portal as the default page, it will load
automatically. If not, go to http://192.168.5.40:3466. In the User Name text box, type admin
and in the Password text box, type secret.

Click Login.
Click the ZONE: Demo icon, then click Configuration, and then click Directory Services.

In the Model Administration task list (on the left), select Add Directory Service.

o A W N

Enter the Directory Services values as follows.
a  Inthe Common Name and Display Name text boxes, type AD_Demo.
b In the Description text box, type AD Demo.

C Inthe Type text box, select ds-1dap.
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d Inthe URL text box, type 1dap://192.168.5.40:389/administrator
@demo.hp.com.

e Inthe password text box, type the password for your Active Directory Server, radia.
f  Inthe Use text box, type dc=demo , dc=hp, dc=com.

d To save the new configuration, click Submit.

) You may want to click @ to create a shortcut in the Management Portal’s desktop to
the demo.hp.com domain. If you click this icon, you will be asked to confirm that you
want to add a shortcut. Click the check mark to confirm.

In the future, you can access the demo domain from the main desktop.

In the navigation pane, click Desktop,

In the workspace, click the Zone: DEMO icon, click Configuration, and then click Directory
Services.

In the workspace, click AD Demo and the properties window opens.
From the Model Administration task list, select Modify.

From the Used for Policy drop-down list, select true and click Modify.

Configuring the LDAP Method

Policy method connections in the Configuration Server Database are used to determine what services
should be distributed and managed for the user or machine that is currently logged on by querying
the HP OpenView Policy Server.

In order to resolve both machine and user connects, you must create two LDAP methods in the
Configuration Server Database and then connect the appropriate users to the LDAP methods. This
prepares your Configuration Server Database to use LDAP for policy.

To create the LDAP method in the Radia Database

1
2
3

Go to Start->All Programs->Radia Administrator Workstation->Radia System Explorer.
In the User ID text box, type RAD_MAST, leave the password text box blank and click OK.
In the Database tree view, double-click PRIMARY and then POLICY.

) In later instructions, you may encounter instructions such as “Go to PRIMARY.POLICY”.
This is a common way of instructing you to use the Database tree view and double-click
each item.

Right-click Users (USER) and select New Instance.
The Create Instance dialog box opens.

Type Machine_Connect for the Display name and SYSTEM for the instance name. The instance
name must be SYSTEM because this allows the policy instance to be connected to the SYSTEM
context. When a machine connects, it goes through the SYSTEM context to find its policy. The
Configuration Server takes this entry plus the machine name from the client and goes to the
LDAP server to get the policy for that device.

Click OK.

Open the new instance by double-clicking Machine_ and then Machine_Connect.
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8 Inthe right pane, double-click the _ALWAYS_ connection that has a value of
POLICY. WORKGRP.DEFAULT.

%y POLICY Mzoumi Masimum Disk Space o
%% Countty / Rlegion [COUNTRY) USERID Enterpiizs User d
353 Departments [DEPT) B zrmen Client Timeout [Seconds) 20
'—P Machine Manfacturer (MANUFA B zTRacEL Trace Log Level [0-399] 040
B Tt | LI ~
I:']_,I: Maching Subnets [SUBNET) ZPHIDFHT E:fec:. Priority : oo
' Mobils Devios Confg (MBLCONFC Zif&:;s B:_Sls'a:d S::'L: Indicator [*/N] N
_f _ lity bAsthio
. g ESEEES,:[FBQLI[;L&?UEFG] [T _aLwavS_  Member of POLICY WORKGRP.DEFAULT
B Server Stagers [STAGER) SC_ALWAVS_ Member of
=8 Users [USER] G _ALwWaYS_ Member of
ﬁ ¥ _BASE_INSTANCE_ flo_atwars_ Member of
BY¥ _NULL_INSTANCE_ flo_alwavs_ | Member of
#) Administrator ﬂc _ALWAYS_ hember of
¥ coROM flo_alwavs | Member of
) flo_alwavs_ | Member of
W Machine_ ﬂc_ALWAYS_ tember of
B Hachine Connect— — |PF alwiavs. Memberof PROMAINT.ZSERVICE MAINT_40
@ Default MAME Friendly name Machine_Connect
R Maint 40 M zveroT Verify Dieskton /0 /A1 v

9  Modify the text in the Member of text box to POLICY . WORKGRP . DEFAULT-x. This comments
out the use of internal policy so we can use Active Directory.

10 Click OK.
11 Go to PRIMARY.SYSTEM.ZMETHOD.

D atabase Tree View:
@ Database

LICEMSE
FRIMARY

=

2}
2l
H
e
2}
2l
]l

P T = I W B e O = = = W |

- H PROMAINT

o2 SOFTWARE

= =) SYSTEM

Eﬂ Application Manager (ZCOMMAN

Cansales ECOMSOLE]
| DE Versian [DEVER)

m

5| _BASE_INSTANCE.
5] MULL_INSTANCE_
BT amiaie
12 Double-click ZMETHOD to open the class. Then, right-click ZMETHOD and create a new
instance with the name LDAP_USER.

13 Double-click LDAP_ and then double-click LDAP_USER.
14 Double-click ZMTHPRMS.

15 In the Parameters Passed to Method text box, type
ldap:///dc=demo,dc=hp,dc=com??sub?samaccountname=<<LOCALUID>>.

16 Click ZMTHTYPE, and select REXX
17 Click ZMTHNAME, and in the member name of method text box, type nvdmtcl.
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£ Editing LDAP_USER Instance - Last Update: - 04/27,/06 12:25:53 ﬂjl
Member Name of Method
’]nvdmlcl
M ame Attribute Description | Walug -
ZMTHPHMS Parameters Passed to Method Idap:###dc=demo,do=hp,do=com? ?sub?samaccountname=<«
BlzvrHrvre Method Type [FEX</ASMAERE]  RERX
BHz+THNAME Member Mame of Methad rvdmtcl
DESCRIPT Method Description Manager Method &ZMTHNAME
ZMTHMDDE Mode INTERNAL] or [EXTER...  EXTERMAL
Bzihsvnc Synchronization Flag [v] [M] ¥
BlzvitHoso Method Description 1 b
BlzvrHosC2 Method Description 2 =
«| | »
oK I Cancel | Restore |

18 Click OK.

You have finished creating the user method and must create the machine method.

19 In the Database Tree View, right-click LDAP_USER, and select Copy Instance.
20 In the Copy Instance LDAP_USER dialog box, type LDAP_MACHINE, and click OK.
21 Double-click the LDAP_MACHINE instance, and double-click ZMTHPRMS.

22 Change the Parameters Passed to Method to read as follows:

ldap:///dc=demo,dc=hp,dc=com??sub?samaccountname=<<COMPNAME>>.

23 Click OK.

24 Go to PRIMARY.POLICY.USER.

25 Right-click PRIMARY.POLICY.USER and select Refresh.
26 Double-click the _NULL_INSTANCE_.

27 In the right pane, double-click the _ALWAYS_ connection that has a value of
POLICY.WORKGRP.DEFAULT.

28 Modify the text in the Member of text box to POLICY . WORKGRP . DEFAULT-x. This comments

out the use of internal policy so we can use Active Directory.

29 Select the _ALWAYS_ Utility method and in the Utility Method text box, type
SYSTEM.ZMETHOD.LDAP_USER.
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B Radia System Explorer - [1:RCS - 1] ;IEILI

File Edit Wew Window Help - ﬁ‘lﬂ
4 |elelx| @ Tfs
[ atabaze Tree Yiew: Users class _NULL_INSTANCE _ Instance Attributes:
- g’ FATCH ;I Marne | Attribute Description | Walue -
- 2 PATCHMGR B umame Marme NEW USER
-4 POLICY B zconriG Collect Hardware Infa [ 2N] ¥
%5 County / Region (COUNTRY) BB ZSETMSGA  Send Message o fudi Reso... | DAILY
73 Diepartments [DEPT) B zoumim Maimum Disk Space 0
|_E| M achine Manufacturer (MANLIFA USEFHD Enterprise User Id
% Machine Modsls [MODEL) Bzrimeo Client Timout [Seconds] 240
R :ac:fne 2°:S [tﬂg‘jéNET] B zTRarEL Trace Log Level [0-93] 40 -
achine subhets
R = TRacE Trace On or OF [r/M N
% Mabile Devics Confa (MBELCONFC V] race O or OF [Y/N] I o0

F Mulicast (MULTCAST) Kl zrRIORIT Exec. Proity
,’g PDACOMFG [PDACOMFG) Display Status Indicator [v'/N] M

- Server Stagers [STAGER) _ Utility bMethod TEM.ZMETHOD.L SER

¥ Users (USER) [ _alwars_  Member of POLICY WORKGRP.DEFAULT

¥ _BASE_INSTANCE_ flo_alwiars_  Member of

ﬂ] _MULL_INSTANCE_ ﬂc_ALWAYS_ Member of
© o &3 Defaut < [Flg_otwirs_ Member of =
4] | |l | D
33 Users CLASS _WULL_INSTANCE  attribute(s] displayed | 442712008 [1251 PM
30 Click OK.

31 Go to PRIMARY.POLICY.USER, double-click MACHINE_ and then double-click
MACHINE_CONNECT and change the Utility method to
SYSTEM.ZMETHOD.LDAP_MACHINE.

32 Click OK.

When a user logs onto Radia, the Null instance calls the LDAP_USER method and determines the
appropriate services for that user. When a machine connect occurs, the UID will be set to SYSTEM, by
default, and the LDAP_MACHINE method is used to determine the appropriate services for the
machine.

Modifying the HP OpenView Configuration Server Using Radia

In this section, you must update to the Configuration Server’s Database using the HP OpenView
System Explorer Using Radia

To update the Configuration Server

1 Goto Start>All Programs->Radia Administrator Workstation->Radia System Explorer.
2 Inthe User ID text box, type RAD_MAST, leave the password text box blank and click OK.

3 Goto PRIMARY.SYSTEM.ZPRODUCT and double-click ZPRODUCT.
4

Ctrl+click to edit the Novadigm, Patch, PatchMgr, and Software instances in the right pane.
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Radia System Explorer - [1:RCS - 1] =10 él

| DB Wersion [DEVER)
[#-5_| Methods [ZME THOD)
@ Radia Intent Clazs [ZINTEMT]
%78 Radia Processes [PROCESS]
[—]@ Radia Product [ZPRODLICT]

; _BASE_INSTAMCE_
_HULL_INSTAMCE_
| I MOWADIGM 4
4 | LlJ gl I =

9 Fiadia Product instance(s) dizplaped | 4427/2006 | 1:03 P

File Edit Vew ‘Window Help =8|
2
[1atabase Tree View: IWZPHDDUET] Class Instances:
[][‘ﬂ MOVADIGM ;I Mame | Inzstance Name | Type
- B PATCH D _BASE_INSTAMCE_ | _BASE_INSTAMCE_ | $vSTEM.ZPRODUCT Instance
- = PATCHMGR [ ] _MULL_INSTANCE_ | _NULL_INSTANCE_ | SvSTEMZPRODLCT Instance
- POLICY ”
B g PROMAINT SYSTEMZPRODUCT Instance
-i5) SOFTWARE [ 05_Roms 05_ROMS SYSTEM ZPRODLCT Instance
e-JsvsTem ODUCT In
i i::';:;;;:?;'LEmMMAN ATCHMGR SYSTEM.ZPRODUCT Instance
[ rapsTace RADSTAGE SrSTEM ZPRODUCT Instance

5 Right-click and select Edit Multiple Instances.

6 Look for the _ALWAYS_ connection that has a value of PRIMARY.POLICY.USER.
&(ZMASTER.ZUSERID) and change it to PRIMARY . POLICY .USER. & (ZMASTER

.LOCALUID).
diting 4 Radia Product Instances Using "PATCH" As & Template 2x|
—Connect To Multiple
Reset |
Mame | Attribute: Description | WValue -
] _ALwEYS_ Methad
] _ALWAYS_ Methad
flg _alwavs_ Connest Ta | |
E _ALwWAYS Connect Ta % FRIM&RY.POLICY. USER. &ZMASTER.LOCALUID]
Mg _atwas_ Cannect To
flg _alwers_ Cornect To
fe _atwas_ Cannect To
flg _alwers_ Connect To -
| | »
= Caution: M lly editing class hi may produce I
undesired results during object resolution. ol Ciec) | [Rlesfizre |

7 Click OK. When you get the Multiple Instance Edit Confirmation, click OK.
8 Goto PRIMARY.SYSTEM.PROCESS.ZMASTER.
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9  Double-click ZMASTER.

‘;." ROMS ;I Mame | Attribute Description | Valug

=% ROMUPDAT T ALwaYS_ | Method

<ok GAPSTATS F]_ALWAYS_ | Mathad

-8 SYNOPSIS flg_aLwievs

8 WBEMALDT ‘
P -

z ZADMIN ]_ALwaYS_ | Method 5YSTEM ZMETHI 3 PUTPROF_ZMASTER
E ZCONFIG F]_AUWAYS_  Methad SrSTEM ZMETHOD.PUTPROF_ZCONFIG
AZCDNS‘GN F]_ALWAYS_ | Methad
-8 ZCONSOLE =

A 7] _ALWAYS_ | Mathad
- ZDELOR) =
- AupELeve T]_ALWAYS_ | Method

r =
- Fazerron 7] ALWEYS_ | Method
- ] _ALWAYS_ | Method
[_]‘}\, ZMASTER DESEHIPT Process Description Proceszing Client Request for E2CUROB
¥
B 5&‘ POLICY. USER. & ZM}-‘«XDKF\C I aw acceptable method Return Code 008
w Connection ir

10 In the right pane, double-click POLICY.USER.&(ZMASTER.ZUSERID) and change the value to
SYSTEM.ZINTENT. & (SESSION.INTENT).

11 Click OK.

12 Close the System Explorer.

Modifying the Configuration Server’s Profile

The following must be done because your HP OpenView Configuration Server will use the HP
OpenView Policy Server. The EDMPROF file is the configuration file for the HP OpenView
Configuration Server. The following changes must be made to
C:\Novadigm\ConfigurationServer\bin\edmprof.dat.

To modify the Configuration Server’s Profile

1 Goto Start>All Programs->HP Radia Configuration Server->Profile Editor.

2 Locate the [MGR_POLICY] section and edit the following lines to read as follows.

HTTP HOST= 192.168.5.40
HTTP_PORT = 3466

3 Save and close the file.

Installing HP OpenView Packager for Windows Using

Radia

Use the HP OpenView Packager for Windows Using Radia to package MSI files. Packaging is the
process of identifying resources, editing the resources’ installation attributes, defining how they are

installed and saving the resources and installation instructions. A package typically contains one or

more files and configuration settings.

Use these instructions to install the Packager for Windows.

) Leave the defaults unless noted otherwise in the instructions below.
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To install the Packager for Windows

1

From the HP OpenView Configuration Server DVD, go to \ConfigurationServer
_111705\management infrastructure\Radia Ext for Win Install\Installs
\Admin Components\Radia Packager for Windows Installer.

Double-click Package.msi.

Goto \Licenses_and Serial Numbers\Radia RUP.txt and copy the license string
and paste it into the Enter the Product Serial Number text box.

Clear the checkbox for Install Application Insight, Insulation, Windows Installer Advanced
Features.

Click Install.
Click Finish.

Installing and Configuring the HP OpenView
Knowledge Base Manager Using Radia

The HP OpenView Knowledge Base Manager Using Radia automatically scans specific directories for
data and imports the data into the appropriate databases.

Use these instructions to install the Knowledge Base Manager.

) Leave the defaults unless noted otherwise in the instructions below.

To install the Knowledge Base Manager

1

2
3

From the HP OpenView Concepts and Processes DVD, go to \UsageManager\Radia
Knowledge Base Manager.

Double-click Package.msi.
When done, click Finish.

Installing and Configuring HP OpenView Usage
Manager Using Radia

The HP OpenView Usage Manager Using Radia assesses patterns of application usage in your
environment. This allows you to facilitate adherence to license agreements, re-provision licenses if
needed, and monitor user productivity.

Use these instructions to set up and install the HP OpenView Usage Manager Using Radia.

) Leave the defaults unless noted otherwise in the instructions below.
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Modifying the HP OpenView Usage Manager Using Radia Database

You must run several scripts to import the Usage Database schema information which accommodates
the Reporting Server.

To modify the Usage Database to accommodate the Reporting Server
1 Go to Start>All Programs—>Microsoft SQL Server>Enterprise Manager.
2 From the Tools menu select SQL Query Analyzer.

3 Confirm that the drop-down box in the toolbar displays the Usage database.

Fi:'l,_ SOL Query Analyzer ;lglﬁl

Ele Edit Query Tools Window Help
8- d@ s 2acdalo@-|v ) a6 |

| |Connections: 1 ML v

From the File menu select Open.

From within the Query Analyzer, open \UsageManager\SQL Server\SQL Server 2000
on the DVD.

6 Execute the SQL scripts in the following order:

) Use Query Execute or press F5 to run each script.

Step2 Define UsageManager Tables.sql
Step3_Define Common Tables.sqgl
Step4_Define Views.sql

Step5 Define Stored Procedures.sql

® QO O T QO

Step6_Insert Common_ Functions.sqgl

—

Step7_Insert Common DefaultData.sqgl

) Do not exit the Query Analyzer.

7 Inthe SQL Query Analyzer, open \UsageManager\SQL Server\SQL Server
2000\ServicePacks\Required and execute SERVICEPACK13_RUM SQL_SERVER
2000.sq9gl

8 When you receive the message Query Batch Completed in the status bar, close the SQL Query
Analyzer.

Configuring the HP OpenView Usage Manager Using Radia Client
The HP OpenView Usage Manager Using Radia client is installed through a pre-defined service in the
Configuration Server Database that requires minimal configuration. Define inventory and collection
parameters in this service and then distribute it to your target devices.
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Sefting the Usage Manager's Serial Number

You must set the Usage Manager’s serial number in the System Explorer in order to integrate Usage
Manager with the HP OpenView Configuration Management infrastructure.

To set the serial number

1 Go to Start>All Programs->Radia Administrator Workstation->Radia System Explorer.
2 Login as RAD_MAST with no password.

3 Go to PRIMARY.USAGE.UMCONFIG.Configuration-Entire Enterprise and in the SERIAL
attribute enter a valid serial number. Note that this is the same license string from Radia

RUP. txt.
Radia System Explorer - [1:RCS - 1] =alx|
(3 File Edit Wiow Mindow Help =18 x|
ksl & ZfT
Database Tree Wiew: Caonfiguration clags Configuration-Entire Enterprise Instance Attibutes:
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4,5 PoLicy B ensasmir Enable 16 Bit Module Support [Y/N] 7
g FROMAINT REHSTMNTH  Save Cient History for nnMonthe 12
SOFTWARE LOGCOUNT  Mumber of Dy Logs to Msinan 7
=) 5YSTEM

51l USAGE LOCLPATH Lacal Path for Usage Manitor Files [MovadigmFolder]\U sage Manager
L0 5
: % ISERIAL 38 o ial Mumber
2} pplication ZSERVICE]
ﬁ Application Packages (PACKAGE) DBFSUSEF\ Obfuzcate User Mamme [Y/N] M
ﬂ Client Methads (CMETHOD) QOBFSCOMP Obfugcate Computer Mame [v/N] N %
F Callection [UMEALLET) OBFSDOMN Obfuzscate Domain Name [¥/N] N
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il e [ CMETHOD Configuration Client Method CMETHOD UMCONFIG
- Usage Configuration Method
g_i Detault Configuration Parameters
[ TR =
13 Configuration CLASS Configuration-Entire Enterprize attribute(s) displaped |5f1 £2006 |9:57 A

Setting the Collection Point

In the following steps, you will define where data is sent after collection.

To set the collection point
1 Goto PRIMARY.USAGE.UMDESTPT.HTTP-RIS_ADDR.
Double-click HTTP-RIS_ADDR and then double-click HTTP — RIS_IP_ADDR:Port\URL.

Double-click COLLDEST and change the collection destination point as follows:
http://192.168.5.40:3466/KB_Mgrl Usage.
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http://192.168.1.10:3466/KB_Mgr1_Usage

&/ Radia System Explorer - [1:RCS - 1] I [

le Edt View ‘Window Help =& x|
8| b= B Il ) ol
f)alabase Tree View: Iﬁesl\natlon Poirt clazs HTTP - RIS_IP_aDDR:Port\URL Instance Attributes:
=l USAGE = [Hame [ Attibute Desciiption [ vale [
ﬂ Application ZSERVICE] MAME Friendly Name HTTP - RIS_|

A8 Application Packages [PACKAGE]
ﬁ Client Methods [CMETHOD]
‘s Callection [UMCOLLCT)
[, Configuration [UMCOMFIG)
Database (UMDBASE]
=] Destination Point [JMDESTPT]
_BASE_INSTANCE_
E- HTTP - RIS_IP_4DDR:
HTTP - RIS_IP_ADDR:PartyLIRL
Wl HTTF Localhost - KB_
Mapped Diive Sample =l
2 Destination Paint CLASS HTTP - RIS_IP_ADDA:PotyUAL attibute(s] displayed [ 5¢1/2008 [10:01 A

tion Point T arget

4 Click OK.

Updating the Usage Manager Client
You must perform the following updates to the Usage Manager Client.

To update the Usage Manager Client

1 Goto Start>All Programs->Radia Administrator Workstation->Radia System Explorer.
2  Login with a User ID of RAD_MAST and a blank password.

3 Click OK.

4 Goto PRIMARY.USAGE.PACKAGE.

5

Double-click Radia Usage Manager Client and then double-click the files icon for the client.

= B PRIMaRY
ADMIN
AUDIT

{ CLIENT

| NOVADIGM

g Application [2SERYICE)

= ﬁ Application Packages [PACKAGE]

Al _BASE_INSTAMCE_

A1 Radia Nyt

% Radia Usage Manager Client

H q} Radia Uzage M anager Client:< all>
B Yy

H E Radia Uzage Manager Client
E Radia Uzage Manager Client UMCOLLCT. TCL
E Radia Usage Manager Client UJMCOMFIG.TCL
E Radia Usage Manager Client JMFLTCRI. TCL

E Radia Usage Manager Client UMFLTRUL.TCL
E Radia Usage Manager Client JMFLTSET.TCL
- f=] Radia Usace Manager Client UMINVENT.TCL

6 Right-click Radia Usage Manager Client:UMSetup.exe and select Replace Component
Data.
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7 Goto \UsageManager\Client Install\Setup and select UMSetup.exe.
8 Click Open.

9  When asked to confirm, click Yes.

10 Now, open Radia Usage Manager Client:UMSetup.exe.

11 Confirm that the File Version is set to 3.1.0.78.

1 USAGE o | ZUPDATE Cliert Instance Updat..
=) Appication 2SERYICE) STIZFILEUPD | Client File Update/d...
Application Packages [PALKAGE] % ]ZOPEMERR  Client Methad anFile .. RADLEM
_.';wh _BASE_INSTANCE_
H Radia ek flo_alwievs_  ConnectTa
E Fadia Usage Manager Client []C*ALWAYS* Connect To
qﬁ Radia Usage Manager Client: < all» BC—ALWAYS— Connect To
E\ E Fiadia Usage Manager Client: < all» BC—ALWAYS— Connect Ta
i a Radia Usage Manager Client:4 []C_ALWAYS_ Connect To
{=] Radia Usage Manager Client: UMCOLLCT.TEL []C_ALWAYS_ Connect To
@ Radia Usage Manager Client: UMCOMFIG. TCL BC_ALWAYS_ Connect Ta
E Fadia Usage Manager Client UMFLTCRI.TCL UC_ALWAYS_ Connect to
a Fladia Uzage Manager Client: UMFLTRUL.TCL BC_ALWAYS_ Connect to
{=] Radia Usage Manager Client UMFLTSET.TCL [](;_ALWAYS_ Cornect to
@ Radia Uzage Manager Client: IMINVENT . TCL .NAME Friendly name Diefaults
=] Riadia Usage Manager Client UMSetup. exe LOCATION Lacation SP(D001 2
8 Client Methods [CMETHOD) i ZOOMTEXT | Componert Contest
3 'h:b Collection [UMCOLLCT] : -
1. Canfiguration [IMCONFIG) Ml cocinm | =R ERR ]
12 Right-click Radia Usage Manager Client:UMCOLLCT.TCL and select Replace Component
Data.

13 Goto \UsageManager\Client Install\Scripts andselectUMCollct.tcl.
14 Click Open.
15 When asked to confirm, click Yes.

16 Right-click Radia Usage Manager Client:UMCONFIG.TCL and select Replace Component
Data.

17 Goto \UsageManager\Client Install\Scripts andselect Umconfig.tcl.
18 Click Open.
19 When asked to confirm, click Yes.

20 Right-click Radia Usage Manager Client:UMINVENT.TCL and select Replace Component
Data.

21 Goto \UsageManager\Client Install\Scripts andselectuminvent.tcl.
22 Click Open.

23 When asked to confirm, click Yes.
Installing the Usage Manager Administrator

The Usage Manager Administrator installs a tool called the Rule Editor that is used by the Reporting
Server to create Usage reports.
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To install the Usage Manager Administrator

1

From the HP OpenView Concepts and Processes DVD, go to UsageManager\Radia Usage
Manager Administrator.

Double-click Package.msi.

Copy the license string from Radia RUP.txt into the Enter the Product Serial Number text
box.

Click Install and then Finish.

Updating the HP OpenView Usage Manager Using Radia

You must perform the following updates to the Usage Manager.

To update the Usage Manager

1

Copy \UsageManager\Radia Integration Server\etc\usage.cfgto
C:\novadigm\IntegrationServer\etc.

Use a text editor to open the usage.cfg file and change the DSN to “Usage” and the DSN_PASSWD,
“radia”.

Save and close the file.

Configuring the HP OpenView Knowledge Base Manager Using

Radia

The final step in setting up the Usage Manager is to configure the Knowledge Base Manager so that it
populates data into the Usage Manager Database.

To configure the Knowledge Base Manager

1

o A WN

Go to Start>Control Panel>Radia KB Manager Configuration.
At the top of the dialog box, click New.

In the Knowledge Base Name text box, type Usage.

From the Data Source Name drop-down list box, select Usage.
Type sa for the username and radia for the password.

Click OK.

) If you receive an error that the DataSource Name is already assigned to the Knowledge
Base, click OK and Cancel. Then, click Save Configurations and try to add the new
Knowledge Base again.

Click New task.
From the Task Type drop-down list box, select Radia Usage Manager Collection Files.
In the Task name text box, type Usage Collection.

Click Browse and go to C: \Novadigm\IntegrationServer\etc\usage\KB MGR1
_Usage.

Click OK.
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12
13
14
15
16

Click OK to close the Add Task dialog box.

Click Save configurations...

Click OK.

Click Exit to close the Radia KB Configuration Manager.

Restart the Radia KB Manager service.

To restart the Radia Knowledge Base Manager service

1
2

Go to Start-> Administrative Tools->Services.

Click Radia Knowledge Base Manager, right-click and select Restart.

Installing and Configuring the HP OpenView Reporting
Server Using Radia

The HP OpenView Reporting Server Using Radia interface provides a dynamic and intuitive way to
use HP OpenView Configuration Management SQL data for reporting and overall environmental
assessment. The web-based Reporting Server allows you to query the combined data in existing
Inventory Manager, Patch Manager, and Usage Manager databases and create detailed reports. In
addition, you have the option of mounting an existing LDAP directory, which allows you to filter your
data using your LDAP directory levels.

Use these instructions to install the HP OpenView Reporting Server Using Radia.

) Leave the defaults unless noted otherwise in the instructions below.

To install and configure the Reporting Server

1

AW A WON

© N o O

From the HP OpenView Concepts and Processes DVD, go to
\patch_prerequisite software\extended infrastructure\reporting serve
r\win32.

Run setup.exe.

0 If you are asked to replace a .tcl file with an older version, click No.

When done, click Finish.

Go to Start->All Programs->Microsoft SQL Server->Enterprise Manager.
From the Tools menu, select SQL Query Analyzer.

Make sure Inventory is selected in the toolbar.

From the File menu, select Open and go to C: \Novadigm\ReportingServer\prereq
\SQL\RIM.

Select the file and click Open.

Press F5 on your keyboard to run the RIM PreReq Creation Script.sgl.

When the query batch is completed, select Patch in the toolbar.

Go to C:\Novadigm\ReportingServer\prereq\SQL\RPM andrunthe RPM PreReq

Creation Script.sql.
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9  When the query batch is completed, select Usage in the toolbar.

10 Goto C:\Novadigm\ReportingServer\prereq\SQL\RUMand run the RUM PreReq
Creation Script.sqgl.

11 Close the SQL Query Analyzer.

Configuring Microsoft's Internet Information Services (IIS) for
Reporting
The Microsoft IS Web server hosts the HP OpenView Reporting Server Using Radia. Use these
procedures to configure a . tcl extension in IIS for Radia Reporting, as well as create a Web share
for easy access to the Reporting Server Web pages.

To configure IIS for the Reporting Server .tcl extension and web sharing

1 Go to Start->Administrative Tools->Internet Information Services (IIS) Manager.

2 Go to Internet Information Services, HPOVSVR (local computer), Web Sites, Default Web
Site.

Right-click Default Web Site and select Properties.
In the Default Web Site Properties dialog box, select the Home Directory tab.

Click Configuration....

o O AW

Click Add... and complete the entries as follows:

a Inthe Executable text box, type C: \novadigm\reportingServer\bin
\nvdkit.exe "%s" %s

In the Extension text box, type . tel.
In the Verbs area, select Limit to: and type GET , HEAD , POST.

Select the Script Engine check box.

® O O T

Select the Verify that file exists check box.

Add/Edit Application Extension Mapping x|

Executable; I cinovadigmireportingserveribininvdlit, g Browse, .. |

Extension: kel

Werbs
 all verbs

" Limit ko | GET,HEAD,POST]

v Script engine

¥ Werify that file exisks oK I Cancel | Help

f  Click OK.

5 Click OK until the dialog boxes are closed.

To enable Web Sharing from the Root Directory for Reporting

1 GotoC:\Novadigm\.
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Right-click the Reporting Server folder and select Properties.
Select the Web Sharing tab.

Select Share the folder.

In the Alias text box, type Reporting.

Use the defaults for Access and Application permissions.
Click OK.

Click Apply and OK.

Additional IIS Configuration for Windows 2003 Server

You must perform some additional IIS configuration server steps when using Windows 2003 Server.

To create the TCL CGl extension

1
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8
9

Go to Start->Administrative Tools->Internet Information Services (IIS) Manager.

Select Web Service Extensions.

In the right pane, click Add a new Web service extension.

In the New Web Service Extension dialog box, type the Extension Name TCL CGI Extension.
Click Add...

In the Path to File text box, type C:\novadigm\reportingServer\bin\nvdkit.exe "%s" %s
Click OK.

) If you receive the error “Environment variables in file names will not be expanded”, you
can ignore the error and proceed. In this configuration we are defining nvdkit in a non-
standard way. The error is actually a warning that does not affect this because we do
not need to expand the environment variables.

Select the check box Set extension status to Allowed.
Click OK.

When the TCL CGI Extension is created, add a new MIME type to allow IIS to server the .tcl extension.

To add a new MIME type for Windows Server 2003

1

Go to Start>Settings>Control Panel-> Administrative Tools=>Internet Information
Services (IIS) Manager.

Right-click your IIS server, such as HPOV_SERVER (local computer) and select Properties.
Click MIME Types....

Click New... and type the following information:

a  For Extension, type: . tcl

b For MIME Type, enter: application/x-tcl.

c Click OK. If this is already set, then simply continue.

Click OK.
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Allowing Anonymous Access

The following procedure allows anyone who can access the Reporting Server web site the ability to
review the reports.

o You would not do this in a production environment.

To enable access to the Reporting Server without logging in

1 Go to Start->Administrative Tools—>Internet Information Services (lIS) Manager.

2 Go to Internet Information Services, HPOV_SERVER (local computer), Web Sites, Default
Web Site, Reporting.

Right-click Reporting and select Properties.

Select the Directory Security tab.

In the Authentication and access control area, click Edit.
Select the Enable anonymous access check box.

In the user name text box, type administrator.

In the password text box, type radia. When asked to confirm the password, type radia again.
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Click OK until you exit the dialog boxes.

To allow full control fo everyone

Open Windows Explorer.

Go to C:\Windows\.

Right-click temp and select Properties.

Select the Security tab.

Click Add.

In the Enter the object names to select text box, type Everyone.
Click Check Names.

Click OK.
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In the Permissions for Everyone area, select the Allow check box for Full Control.

Click Apply and then OK.

— O

Goto C:\novadigm\reportingserver\log and delete reporting. log if it exists.

Configuring the HP OpenView Reporting Server Using Radia

The HP OpenView Reporting Server Using Radia configuration file, config.tcl, is located in
C:\Novadigm\ReportingServer. This file includes settings such as the path where you installed
the Reporting Server components, the ODBC DSN information and access credentials for each SQL
database you are using, as well as LDAP Directory access root and credentials. Use this configuration
to enable or disable specific report types, including usage and patch, and also to enable or disable
individual features, such as caching. In this section, we will edit this file using the Web browser.
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To set parameters in config.tcl

Open a web browser and go to http://192.168.5.40/reporting/setup.tcl.

2 Click OpenView Reporting Server Configuration.

a  Confirm that the Home Path is correct.
b Confirm that Enable Default Reports is set to 1 (enabled).
C  Change the Date format to 0 (LOCAL).

OpenView Reporting Server Configuration

Home Path IC: InovadigmFeportingServer

Log Level (1-5) E
Language (english) I english I

Default “iew IDefauIt.vieW
Showe Device Data Without Fitters

a7 IE
Threshold to use RRS_DEVICELIST I—
tahle =0

Enshle Default Reports (084 ) |1 vI

Date format 1=GMT O=LOCAL Iﬂ VI

3 Click Inventory Manager Configuration.
a  Set Enable RAM Report Caching to 0.

Set Enable RIM Report Caching to 0.

b
C Inthe RIM DSN text box, type Inventory.
d

In the RIM DSN Password text box, type radia.
Enable RAM Reports (0/1) [T=]
Enable RaM Report Caching (01 IE

FAM Cache Litetime (seconds) |1 200

Temporary Table Name for Device

List Idbo FRR=_DEVICETABLE

FAM Databaze Type (sgliorache) =gl i

RAM Tahle Prefix Jotoo.
Enable RIM Reports (01) |1 VI

Enable R Report Caching (04 ID vl

RIM Cache Litetime (seconds) |1 200

Temporary Takle Name for Device

List Idbo RRZ_DEWICETABLE

RiIM Database Type (sgliorache) =gl -

RiM Taile Prefix Joioo.

Rt DSM % finventory
RIM DSM Uizer fsa

R DSN Password |.....
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4 Click Patch Manager Configuration.

b
c
e
f

Set Enable RPM Reports to 1.

Set Enable RPM Report Caching to 0.

In the RPM DSN, type Patch.

In the RPM DSN Password text box, type radia.

Patch Manager Configuration

Enable RPM Reports (01} |1 vI
Enable RPWM Report Caching (04 ID vl

FPt Cache Lifetime (seconds) |1 200

Temporary Table Mame for Device

List Idbo.RRS_DE\-"ICETAEILE

FPh Databaze Type (Squracle) =gl hd

RPM Table Prefix Jetoc.
Pt DSM |Patch
RPM DEM Liser Jea

RPM DSN Passward [sumns|
Enable SGL Ro Lock (04 ["=]

5 Click Usage Manager Configuration.

a

b
c
d

Set Enable RUM Reports to 1.

In the RUM Cache Lifetime, type 86400.

In the RUM DSN, type Usage.

In the RUM DSN Password text box, type the password.
Enable RUM Reports (0/1) [1=]

Enable RUM Report Caching (041 IE

RUM Cache Litetime (seconds) IBB4DD

Temporaty Table Mame for Device

List IdbD.RRS_DEVICETABLE

FUM Databasze Type (sglioracle) =gl i

RLIM Tahle Prefix Jetoo.
RUM DSN% jusage
RLIM DSH Liser fsa
RUM DSH Password [suunsl

6 Click LDAP Configuration.

a
b

C

Set Enable LDAP to 1
In Enable LDAP Caching to 0.

In the LDAP Server Address, type the IP address for your Active Directory

server—192.168.5.40.
In LDAP Base DN, type DC=DEMO , DC=HP , DC=COM.
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10

12
13

€ Inthe LDAP User text box, type administrator@demo.hp.com
f  Inthe LDAP Password text box, type radia.

LDAP Configuration

Enable LDAP (D) |1 v[
Enable LDAP Caching (0413 ID Vl

LD&AP Cache Lifetime (seconds) |1 200

LDAP Server Address |1 92168540

LDAP Port 383

LDAP Base DM IDC=DEMO DC=HP DiC=COh
LOAP Bind D Idc:demo,dc:hp.com

LOAP U=zer Iadministrator@demo hipcom
LDAP Pazsword I“.“| T

LDAP Paging Support (0/1) =]

LDAP Page Size froon

Click Radia Management Portal Configuration.

In the RMP address text box, type 192.168.5.40.

Click Apply.

A file named config.new.tcl is created in C: \Novadigm\ReportingServer.
Go to C:\Novadigm\ReportingServer.

Rename the existing config.tcl.to config.old in order for the configuration changes to
take effect.

Rename config.new.tcl to config.tcl.

If you would like to see the Reporting Server, open your Web browser and go to Open a web
browser and go to http://192.168.5.40/reporting. Add this page to your Favorites.
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rosoft Internet Explorer

Fle Edt Vew Favortes Took Help | &
QBack - O - [ & (| O search ravorites @ | (10 i B
Address [ ] httpiocahostreporting!

ZA HP OpenView Reporting Server

(OF RS O i i

Directory/Group

Current Reporting Yiew: Reporting Hom™—

Patch Information

Inventory Summary Compliance Summary

Managed Devices. 0

Managed Devices: 0

Managed Services: 0 Meanaged Buletins: 0
S invertory Management Reted lanagen Servioes tanaged Bullstins:

B patch Management Relates Devices Connected Today: 0 Last Acquisitiors

¥ Usage Manager Related
Report Quicklinks Report Quicklinks
Display Options [ / View Managed Devices g ‘igws Device Compliance
View Managed Services ‘iesw Bulletin Compliance
View Device Summary View Acouisiion Summary
S invertory Management Reports
0 patch Management Reports

Quick Search

¥ Usage Manager Reports

Usage Summary Inventory Information

Finel a Device by | Name =
[ npny Jroset

Monitored Devices: 0
Monitored Users: 0

Tatal Products: &

e Report Quicklinks

iew Moritored Devices Find & Service:

5] \\II\' I%_I_I

Local intranet A

Your HP OpenView Configuration Management Solutions installation is complete.
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6 Using the HP OpenView Configuration
Management Solutions

This chapter provides an introduction to the HP OpenView Configuration Management Solutions. At
the end of each topic, a list highlights some additional tasks that can be done and references to
additional information. Note that this list is not all-inclusive. It is important to recognize that this is
simply an introduction to these solutions and is by no means comprehensive.

Deploying Radia Clients to Target Devices

Radia clients are agent-based applications that reside on target devices in your enterprise. They
communicate with the HP OpenView Configuration Management servers to enable you to manage the
discovery, deployment, configuration, repair, update and removal of content on devices.

You can use the HP OpenView Management Portal Using Radia, a Web based interface, to deploy the
Radia clients to the target devices in your enterprise. Before you can do this, you must add the target
devices in your environment to the Management Portal directory. This can be done automatically
through network discovery (when the Management Portal is in an NT domain) or manually using
Management Portal tasks. Once the target devices are in the Management Portal directory, you can
use the Management Portal to deploy the Radia Clients remotely.

Your HPOV Config Mgmt Server should already be running.
Be sure to also log on to your HP OVCM Target Device, with a User ID of administrator and
password of radia in the DEMO domain.

Adding a device
In this task, your device will not be discovered through the network, so you must add it manually.
Devices are always added to a group. In this task you will create a new group named Demo, and then

add the Demo Target Machine to the Demo group.

To add a device

Go to the HPOV Config Mgmt Server machine.

Open your web browser and type http://192.168.5.40:3466 in the address bar.
Log into the Management Portal using the user id admin and the password secret.
Click Login.

In the workspace, click the Zone: Demo icon and then click Groups.

From the Model Administration task list, click Add Group.

In the Common Name and Display Name text boxes, type Demo.

Click add.
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From the Model Administration task list, click Add Device.

10 Inthe Display Name text box, type HPOVClient.
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14 In the DNS Host Name text box, type hpovelient.
11 Inthe IP address text box, type 192.168.5.10.
15 Click Submit.

The device appears in the workspace.

Deploying the Radia Clients to the Target Device

Now that you have access to a target device, you can use the Management Portal to install the Radia
Client. When you install the Radia Client for the first time, the Management Agent will also be
automatically installed. The Management Agent allows the Management Portal to handle remote
tasks. There are a number of Radia Clients. In this demo, we will be installing all of them.

To deploy the clients to the target device

1 Go to the HOPV Config Mgmt Server machine.

2 Use a text editor to open
C:\novadigm\integrationserver\media\client\default\win32\install.ini.

Confirm that the file is not set to read-only otherwise you will not be able to save your
changes.

3 Remove the semi-colon before the line that says the following:

ADDLOCAL=NVDINSTALLRAM, NVDINSTALLRSM, NVDINSTALLRIM, NVDINSTALLPATCH, NVDI
NSTALLRLAE, NVDINSTALLROM, NVDINSTALLSVR

This ensures that all of the Radia Clients are installed.

4 Remove the semi-colon before ; resolutionmanager and set
resolutionmanager=192.168.5.40. Resolutionmanager is the IP address of the
Configuration Server.

5 Remove the semi-colon before resolutionport and set resolutionport=3464. Resolutionport
is the port of the Configuration Server.

6 Save and close the file.

7 Go back to the Management Portal and click HPOVClient.
8 From the Operations task group, click Install Radia Client.
9 In the Product area, leave all of the check boxes selected.

10 In the RCS Host Name text box, leave the default setting to 192.168.5. 40. This is the IP
address that the Radia Client will use to access the Configuration Server.

11 Inthe RCS Port number text box, leave the default setting to 3464. This is the port number that
the Radia Client will use to access the Configuration Server.

12 Select the Perform Silent Install? check box to install the clients without any user interface.

13 Select the Perform Connect After Install? check box to have the target device connect to the
Configuration Server after the installation. This allows the target device to register with the
Configuration Server.

14 Inthe User text box, type the administrator ID, administrator to obtain administrative
authority on the target device's domain.

Chapter 6



15 Inthe User Password text box, type the administrator password, radia to obtain administrative
authority on the target device's domain.

16 Click Next.
17 Click Next again.
18 Click Submit to initiate the installation immediately.

The installation may take a while. You can watch the progress in the job status window.
10X

& P IL

QOI BruEs | Losnsfar S fmew 5] | [ 7| Do 2=s] 0@
Display Name Status Created by Comment
@ HP OV Client Successful Paortal Adrministrator completed
@ HP OV Client Grouphstall Successil Fortal Administratar
|

When the Client installation is complete, the following will be on your target device:
e Ashortcut to the Radia Software Manager
e C:\Novadigm

e C:\Program Files\Novadigm

Once the Radia Client is installed, it is registered with the Configuration Server and is ready to be
managed.

On your server machine, go to the Management Portal and click on the HPOVCLIENT device and you
will notice four new services have been installed. These are representations of the services that are
running on the target device.

2 Zone: Demo .../demo/device/20060502¢1 7141420 - Microsoft Internet Explorer _[of x|
Fle Edt View Favortes Toos Help ‘ [z
@Back » ) v [ 2] 0| Osearch Joravarkes £ | 0 B

Agdress [ ] hetp:fflocalhost:466! B ks

[ﬁﬂ Radia Management Portal e
tor | Description: @

Navigation (History) QO 2 ‘r) @R \ 0kems v \ 7| [ £ [Reiama  1-an = (33

[ Deskiop | "'b h&) h&) ‘,b _

i[Znna' Dermo ]

5:3[ SVDUPS 1 Radia Management Age. Radia M3| Redirector Radia Notify Daeman Radia Scheduler Daem.
emo

& *HPOVCLIENT*

[ [ Default Client Install.

15 [ Jobs ]

[ [ Default Client Install

RN
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Additional Uses for the HP OpenView Management Portal Using

Radia

The above information is intended to introduce you to the HP OpenView Management Portal Using
Radia. This component contains a great deal of functionality. Some additional things that you can use
the Management Portal to do are:

Discover devices on your network that can be managed with the HP OpenView Configuration
Management Solutions

Customize deployment settings, such as which products to deploy (e.g. Application Manager,
Software Manager, Patch Manager, etc.)

Remotely distribute and administer OVCM infrastructure components such as Proxy Server

Set up multiple HP OpenView Configuration Management administrator accounts with different
privileges and scope (role-based administration)

Configure policy assignments to manage software in your enterprise
Schedule and monitor jobs

Mount multiple directory services for device management

Publishing Data

In this section you will publish two sample MSI applications to the Radia Database; the first will be
published as an optional service for use with the HP OpenView Software Manager Using Radia, and
the second will be published as a mandatory service for use with the HP OpenView Application
Manager Using Radia.

Use the HP OpenView Publisher Using Radia to publish a package to the Radia Database. Once stored
in the Database, the software packages are ready for distribution to your environment.

To publish an MSI application as an optional service

1
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10
11

12

Go to the HPOV Config Mgmt Server machine.

From the DVD, go to \Resources\Congrats\Product and copy the Software Congrats
folderto C: \.

Go to Start->All Programs->Radia Administrator Workstation->Radia Publisher.

In the User ID text box, type rad mast.

Leave the Password text box blank.

From the Type of data to publish drop-down list, confirm that Windows Installer is selected.
Click OK.

GotoC:\Software Congrats\WinNt\1.0.0\Package.Msi. The right pane displays
information about the selected MSI file.

In the Publish Mode section, leave the default setting, Advanced.
Click Next.

In the AIP location text box, type C: \temp\congrats. This is a temporary directory to store
the package’s Administrative Install Point (AIP) in.

Click Next.
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13
14
15

16
17
18
19
20

21

22
23
24

25

The Welcome to the Software Congrats Setup Wizard opens.
Follow the prompts to navigate through the wizard.
In the Package Information section, perform the following tasks:

a  Inthe Name text box, type SWCONGRATS .

b Inthe Display Name text box, type Software Congrats.
C Inthe Domain text box, confirm that SOFTWARE is selected.
d Inthe Description text box, type Software Congrats.

e Inthe Release text box, type 1. 0.

Click Next.

In the Service Information area, leave the default setting, Create new.
In the Name text box, type SWCONGRATS .
In the Display Name text box, type Software Congrats.

In the Assignment type section, select optional. Optional services are only available if you are
using the Software Manager client.

In the Management type section, select Manual. This option means that you are responsible for
managing your application through the Software Manager. In some cases, a company will
configure their environment to do a nightly connect. Then, if this was set to Automatic, the
applications that you installed using the Software Manager would be verified at that time.

In the Report on the following events section, leave the default selections.
Click Next.

Review the Summary section to verify the package and service information you provided during
the previous steps. When you are satisfied, click Publish.

Click Finish when the publishing process is finished to exit the Publisher.

The service is now ready for distribution to your enterprise.

) To keep your machine clean, go to C: \ and delete the Software Congrats folder.

To publish an MSI application as a mandatory service

1

© N oo 00 A W

9
10

Go to the HOPV Config Mgmt Server machine.

From the DVD, go to \Resources\Congrats\Product and copy the Application
Congrats folder to C: \.

Go to Start>All Programs->Radia Administrator Workstation->Radia Publisher.

In the User ID text box, type rad mast.

Leave the Password text box blank.

From the Type of data to publish drop-down list, confirm that Windows Installer is selected.
Click OK.

Goto C:\Application Congrats\WinNT\1.0.0\Package.Msi.The right pane displays
information about the selected file.

In the Publish Mode section, leave the default setting, Advanced.
Click Next.
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11 Inthe AIP location text box, type C: \ temp\congrats; this is a temporary directory to store
the AIP in.

12 Click Next.
The Welcome to the Application Congrats Setup Wizard opens.
13 Follow the prompts to navigate through the wizard.
14 In the Package Information section, perform the following tasks:
In the Name text box, type APPCONGRATS .
In the Display Name text box, type Application Congrats.
In the Domain text box, confirm that SOFTWARE is selected.

In the Description text box, type Application Congrats.
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In the Release text box, type 1. 0.

15 Click Next.

16 In the Service Information area, leave the default setting, Create new.
17 In the Name text box, type APPCONGRATS .

18 In the Display Name text box, type Application Congrats.

19 Click Next.

20 Review the Summary section to verify the package and service information you provided during
the previous steps. When you are satisfied, click Publish.

21 Click Finish when the publishing process is finished to exit the Publisher.

To keep your machine clean, go to C: \ and delete the Application Congrats
folder.

The service is now ready for distribution to your enterprise. If you want, you can use the
Management Portal to view the new services.

To view the new services

1 Inthe Management Portal, click the ZONE: Demo icon, then click Configuration, and then click
Primary.

) If Primary is not available, you may need to click the ZONE: Demo icon, then click
Configuration, Directory Services, RCS Database and start the directory service.

2 Inthe workspace, click Software.

Click “# in the workspace toolbar to go to the next page.
Click Software Services.

In the workspace, notice the new services, Application Congrats and Software Congrats.

(S)

Amortize Application Congrats Defaults Orag & View
GS-CALC Redbox Organizer Remate Control Sales Information
Software Congrats StratusPad
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If the applications do not appear in the workspace, click the Zone: Demo icon,

Configuration, Managed Services Cache and click Refresh from the toolbar. Then,

return to step 2 and continue to see the applications.

Additional Uses for the Publisher

The above information is intended to introduce you to the Publisher. All content that you wish to
deploy with HP’s OpenView Configuration Management Solutions will first need to be published
using the Publisher. The Publisher supports a wide variety of packages, including:

Operating system images

Content such as data files, documents, etc

Managing Policy

In this section, you will entitle and deploy the services that you just created.

Entitling an Optional Service to a User

In this section, you will entitle an optional service to a user. This service will be accessible to the user
from the HP OpenView Software Manager Using Radia.

To entitle the optional service to a user

1

2
3
4
5

Go to the HPOV Config Mgmt Server machine.

In the Management Portal, go to Directory->Demo.
Click Corporate, Engineering, Lisa Black.

From the Policy task group, click Modify Policies.

In the workspace, click Software Management, and then click Software.
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6 Select the check box for Software Congrats and click '0 in the Browse toolbar.

€ Modify Policy

~ Policies
Priority Policy Attributes Expression
IMay + j (+) Isuﬂwarej’swcungrats < EH r

Oxv

~ Browse Policies @ Software - radia/demo/config/polici i ftware

208 |0 EEER | 7 |00 fw o0 00

|

r H@ r ﬂ@ r ﬂ@ i)

Amortize Application Congrats CAP Software Congrats Drag & Wiew
(P S Pt s
GE-CALC Redbox Crganizer % Remote Control Sales Information
P =pe

Software Congrats StratusPad

\

7 Click Commit.

You have now entitled the optional service to the user Lisa Black, making it available for management
through the Software Manager on the target device.

Using the HP OpenView Software Manager Using Radia

Now that you have entitled an optional service to a user, you will switch roles from being the
administrator and become the user. You will work on the target device and learn how to use the
Software Manager to install and repair applications.

To install the service

1

2
3
4
5

94

Go to the HP OVCVM Target Device.

Log in to the machine as LBlack with a password of HPOV#0123.
From the desktop, double-click Radia Software Manager.

On the Login screen, click OK.

In the software catalog, select Software Congrats.
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& Radia Software Manager - Home/All Software

Radia® Software Manager

©@0e®

‘. 1 radialsoftware

Hame

HOOOKO

Status

Software Congrats  Version 1.0 Size 500,30 KE

HP Compressed Size 104,29 KB
Available B
L]
IFlaquest completed successfully Connected él

6 Click o to install the application.

7 The application runs. In this case, the application is simply a message that says “Congratulations!
You successfully installed this application using Software Manager.”

8  Click OK. The Software Congrats shortcut appears on your desktop. If you double-click it, you
will receive a the same message box.

To repair the application

Before you can repair this application, it must be broken. For the purposes of this demo, you are
going to break the application. To do this, delete the desktop shortcut, Software Congrats, and then
gotoC:\Program Files\Software Congrats anddelete Congrats.exe.

1 Ifthe Radia Software Manager is not running, double-click Radia Software Manager on the
desktop.

2 Inthe software catalog, select Software Congrats.

Click @ to verify the application.

You will receive a message that indicates that verification errors have occurred.

Radia Software Manager Yerify Errors

*erfication emors have occured. Click on Details for further information. S electing Repair
will cause an application repair to occur,

Show Details| | Repair | | Cloge

5 Click Show Details to see what has happened to your application. In this case, the application is
missing a key file.
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Click Repair.

7 Notice that the shortcut appears on your desktop again and the service is listed as installed in the
Software Catalog.

8 Double-click Software Congrats on your desktop to see the application run again.

Close the Software Manager.

Entiting a Mandatory Service to a User

In this section, you will return to the server machine and become the administrator again. You will
entitle a mandatory service to a machine.

To entitle the mandatory service to a machine

1 Go to the HOPV Config Mgmt Server machine.

2 Inthe Management Portal, go to Directory, demo, Computers.

) If necessary, you may need to click Desktop in the navigation pane so that you can click
Directory in the workspace.

Click HPOVCLIENTS.
From the Policy task group, click Modify Policies.

In the workspace, click Software Management and then click Software.

6 Select the check box for Application Congrats and click o in the Browse toolbar.

% Modify Policy

~ Policies
Priority Policy Aﬂr%ﬂles Expression
|May’ (+ j ) Isnﬂware!appcnngrats < I E r

Oxv

ftware fware “\

~ Browse Policies i@ Software - radia/demo/config/polici

228 |0 EEER F| [ 7| 00 e comEOD

o

r ﬂ@ r ﬂ@ r H@ r &

Amortize Application Congrats CAP Software Congrats Drag & “iew

r ﬂ@ r ﬂ@ r H@ r &
G5-CALC Redbox Organizer Remote Caontrol Sales Information
O# O#

Software Congrats StratusPad

7 Click Commit.
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Using the HP OpenView Application Manager Using Radia

You have now entitled the mandatory service to the target device HPOVCLIENT, making it available
for management through the HP OpenView Application Manager Using Radia. There are many ways
to manage applications using the Application Manager. In this exercise, you will notify the target
device and the application will be installed. You can also configure the Application Manager to run
periodically and detect policy changes and ensure that the target device is in compliance with current
policy. Using Application Manager, you can manage software without user intervention.

To notify the machine

1 Ifyou are not already on the HPOVCLIENT$ Computer Properties page, go to Directory, demo,
Computers and click HPOVCLIENTS.

2 From the Operations task group, click Notify.
3 Confirm that the Notify type is set to Full Connect.

4 Change the command line to read as follows:
radskman dname=SOFTWARE,ip=192.168.5.40
5 Click Next.
6 Inthe Job Name text box, type Notify Target.
7 Click Next.
8  Click Submit.
9 Go to the HP OVCM Target Device and double-click the OVCM system tray icon H A window

opens showing you the progress of the connect.

10 When the application is installed successfully, it runs. This is a simple application that displays a
message box that says “Congratulations! You successfully installed this application using
Application Manager.”

11 Click OK.

To run the service

1 Onthe HP OVCM Target Device, double-click Application Congrats on the desktop.
2 Click OK.
) If you would like to see the Application Manager repair an application, you can perform

steps similar to what you did with the Software Manager. Remove some key files, then
run the Notify again and the application will be repaired.

Additional Uses for the Software Manager and Application Manager

The above information is intended to introduce you to Policy Management and the Software Manager
and Application Manager. These are key components used to distribute software with HP’s OpenView
Configuration Management Solutions. Some operations they can be used for are:

e C(Creating a self-service software catalog for users, allowing them to pick which applications to
install and at what time and then verify, repair and remove them on demand.

e Deploy, update, verify, repair and remove managed software without end-user intervention.
e Defer software distributions.

e Control bandwidth utilization.
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Gathering Hardware and Software Inventory

You can entitle inventory scans to target devices that have the HP OpenView Inventory Manager
Using Radia client installed. After a scan is completed, you can view the results in the Reporting
Server.

In this section, you will first use the Management Portal to entitle a target device for an audit service,
perform a notify to deploy the audit service, and then use the Reporting Server to view the
information

In the second set of exercises in this section, you will entitle the target device to a more detailed
wbem scan to discover additional MSI-based software information. Then you will notify the device so
it receives the audit service. As before, the collected information is transferred to the Reporting
Server for viewing.

In both cases, the audit service runs immediately and transfers the inventory information back to the
Configuration Server and Messaging Server. The Messaging Server posts the information to the
Inventory Database, and then it is available for viewing from the Reporting Server.

Performing a basic RIM Reporting Audit

In this section, you will configure and run a basic Rim Reporting audit. The RIM Reporting audit
discovers the device and provides basic information such as the IP address and installed operating
system.

Configuring the RIM Reporting Service

In this section, you will use the Management Portal to modify the RIM Reporting Service. You will
first set the inventory collection options to allow the RIM Reporting service to execute a differenced
audit whenever a Radia managed-service is installed, verified, or updated. Then, you will make the
service mandatory.

To modify the Inventory collection options for the RIM Reporting service

1 Onthe HPOV Config Mgmt machine, open the Management Portal and log in with the User Name
admin and the password secret.

Click the ZONE: Demo icon, then click Configuration, and then click Primary.
In the workspace, go to Audit, Audit Services, RIM Reporting.

In the RIM_Reporting Service Properties page, click Connections. Notice in the Inventory
Options area, there is a current connection to "Differenced Audit on Install and Update”. This
means that an audit will be performed only upon initial installation of the service and during any
updates.

From the RCS Administration task group, click Add Component to Instance.
On the Add Connections to RIM_Reporting page, from the Type drop-down list, select Other.

From the Class drop-down list, select Inventory Options.

© N oo O

From the Available Connections list, double-click Differenced Audit on Install, Verify and
Update. This moves the entry to the Selected list.

9 Click Next.
10 Click Commit.
11 Inthe RCS Administration task group, click Modify Instance.
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12 From the Mandatory or Optional drop down list box, select M.
13 Click Modify.

Entitling the Target Device to the RIM Reporting Service

Now, you will use the Management Portal to assign policy through Active Directory. Specifically, you

will entitle the target device to the RIM Reporting audit service.

To entitle the target device the RIM Reporting audit service

1 Go to the HPOV Config Mgmt Server machine.

2 Open the Web browser and type http://localhost:3466 and log into the Management Portal
using the user id admin and the password secret.

3 Go to Directory, demo.

) If you need to restart the Directory Service for Active Directory, select demo, and from the
Infrastructure task group select Start Directory Service.

4 Go to Computers and click HPOVCLIENTS$.
5 From the Policy task group, click Modify Policies.

The Workspace displays the Modify Policies dialog, where you will select the RIM Reporting
service and add it to the target device’s policy.

6 Inthe Browse area, click Software Management, then click Audit.
7 Click the check box next to RIM Reporting.

8 Inthe Browse area toolbar, click L+ to add the RIM Reporting service to the Policies list at the
top of the page. It will display as May (+) audit/rim reporting.
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100

9

& Modify Policy

~ Policies
Priority Policy Attributes Expression
|May (+ j (+ |audi1i’rim_repuning < EH r
Oxv
~ Browse Policies @ Audit - radia/demo/config/polici ftware Il audit ~\
L_ﬂ‘, A ‘ ‘ (+] | [20tems =] | | T ‘ BN [ostwa . 1mze =] @DE
S O G -
Audit Multi Files CE PDA =ML Inventory Delete Discovered Individual File Audit
Application Cormponent
O# w2 P2 miP e
MWD Discovery of Palrm PDA XML Inventory RIM Reporting LMK File Audit
Applications
P P (P (P
UNIX File Scan Behavior UNIX Hardware Inventory UNIX Software Inventary LINE User and Group
Inventory
[Py ~Y [Py Y [Py [y Y

Click Commit on the bottom of the page.

You have now entitled the manadatory service, RIM Reporting, to the target device HPOVCLIENT.
Next, you will notify the target device and the application will be installed and basic inventory
information will be collected.

Installing the RIM Reporting Audit Service

To install the RIM Reporting audit service to your target device, use the Notify task from the
Management Portal.

1

2
3
4

5
6
7
8
9

Click HPOVCLIENTS.
From the Operations task group, click Notify.
On the Notify Opts page, set the Notify Type to Full Connect.

In the Notify Information area, set the command line to
radskman ip=192.168.5.40

Leave the default port set to 3465.

Remove any entries in the User and Password text boxes.
Click Next.

If you like, type a Job Name such as RIM Reporting.
Click Next.

10 Click Submit.

If you want to see what is happening, you can go to the HP OVCM Target Device and double-click on

the OVCM system tray icon . You will see the RIM Reporting service being installed.
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Viewing the Results of the Inventory Collection

Use the Reporting Server to view the results of the inventory collection.

To view the results of the RIM Reporting inventory collection

1 Onthe HPOV Config Mgmt Server, open a web browser and go to
http://192.168.5.40/reporting/.

On the Reporting Home Page, go to the Quick Search area for Inventory Information.
In the Find a Device by Name text box type HPOV* and click Apply.

The Managed Devices view opens, listing the device that matches the device name you just
entered. In a typical environment you may have multiple listings that matched the search criteria
above.

[§)Managed Devices

1stems x| {4 [1-10t1tens =] B

Details | Last Connect 4 | Radia ID Device

p 2006-05-08
10:23:02

IP Address | Operating System

HPOWCLIENT HPOVELIENT 192168510 Microsoft Windows XP Professional Version 51,2600 [Build gerwca Pack

Return to Managed Devices | Return to Top of Page

4 To see the details for HPOVCLIENT, click £ in the Details column.
The Device Summary Report opens.

5 Toview a particular hardware report, such as Processor or Logical Drives, expand the report by
clicking the + sign to the left of the title area.

= Device Summary

Device Mame
Last Connect

Wendor
Moclel

Class

Serial #

BIOS Yersion
CPU

Memory (ME)

Operating System
Operating System Level
Language

=

HPCHYCLIENT
2006-05-08 10:23:02

Yhhweare, Inc.

Whiweare Yirtual Platform

TiA

“Whtware-50 4d 0f Sh Of 7012 56-TO 0501 02 1a 9 ea el
O7i29/05 PTLTD - 6040000

Genuinelntel 1700MHz

256

Microgoft Windows ¥P Professional Wersion 5.1.2600 [Build 2600]
Service Pack 2
English (United States)

Processors

) @ [ [15tems =] K4 [1-10t1tems =] B

Processor Index
CPUO

4 | Description
Intel(F) Pentium(R) M proces=sor 1. 70GHz

Current Clock Speed (MHz)
1700

Maximum Clock Speed (MHz) | Status
1700 O

Return to Processors | Return to Top of Page

Phyzical Drives

= (8l Logical Drives

) @ [15tems =] K4 [1-30tatems =] B

Drive ID -+ | Description File System Hetwork Path Size (bytes) Free Space (bytes) | %% Free
A 3142 Inch Floppy Drive o a o
€ Local Fixed Disk NTFS 17 166,123,008 14,995 900 736 a7
o3 CD-ROM Disc a a a

This is a simple report for a single device. If you had more devices, it would be useful to select and
view other types of reports from the Reporting Views area on the left of the screen. For example, if
you had collected Inventory data for many devices, you could view a report of Devices by
Vendor/Model by selecting Inventory Management Reports, Hardware Reports, Detail
Reports, and then Devices by Vendor/Model.
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Performing an NVDM Discovery of Applications

In this section, you will configure and run an NVDM Discovery of Applications scan of the user’s
computer to discover software applications installed on the target device. [NVDM is an abbreviation
for “Novadigm,” the company that created Radia, now known as the HP OpenView Configuration
Management Solutions and was purchased by HP\.

Configuring the NVDM Discovery of Applications

In this section, you will use the Management Portal to modify the NVDM Discovery of Applications
Scan. You will first set the inventory collection options to allow the service to execute an audit that
differences the audited information whenever a Radia managed-service is installed, verified, or

updated. Then, you will make the service mandatory and finally, you will remove the default timer.

To enable the NVDM Discovery of Applications Scan service to execute a differenced
audit

1

10

11
12
13
14
15

On the HPOV Config Mgmt machine, open the Management Portal and log in with the User Name
admin and the password secret.

Click the ZONE: Demo icon, then click Configuration, and then click Primary.
) If you do not see PRIMARY, you may need to click the ZONE: Demo icon, and then click
Configuration, Directory Services, RCS Database. In the Infrastructure task group, click
Start Directory Service.
In the workspace, go to Audit, Audit Services, NVDM Discovery of Applications.

In the NVDM Discovery of Applications Properties page, click Connections. Notice under the
Inventory Options, there is a current connection to "Differenced Audit on Install and Update”.
This means that an audit will be performed only upon initial installation of the service and
during any updates.

From the RCS Administration task group, click Add Component to Instance.

On the Add Connections to NVDM Discovery of Applications page, select a Type of Other, and
select Inventory Options for the Class.

From the Available Connections list, double-click Differenced Audit on Install, Verify and
Update. This moves the entry to the Selected list.

Click Next.

Click Commit.

In the RCS Administration task group, click Modify Instance.
From the Mandatory or Optional drop down list box, select M.

Click Modify.

Entitling the Target Device to the audit service NVDM Discovery of
Applications

In this section, you will use the Management Portal to assign policy through Active Directory.
Specifically, you will entitle the target device to NVDM Discovery of Applications service.

To entitle the target device to the NVDM Discovery of Applications service

1

102

Go to the HOPV Config Mgmt Server machine.
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2
3

>

9

Log into the Management Portal using the user id admin and the password secret.

Go to Directory, demo.

If you need to restart the Directory Service for Active Directory, select demo, and from the
Infrastructure task group select Start Directory Service.

Go to Computers, HPOVCLIENTS.

From the Policy task group, click Modify Policies.

The Workspace displays the Modify Policies dialog, where you will select the MSI Based
Applications service and add it to the target device’s policy.

In the Browse area, click Software Management, and then click Audit.

Click the check box next to NVDM Discovery of Applications.

In the Browse area toolbar, click [+ to add the NVDM Discovery of Applications service to the
Policies list. It will display as May + audit/nvdm discovery of applications.

Click Commit on the bottom of the page.

You have now entitled the manadatory service, NVDM Discovery of Applications, to the target device
HPOVCLIENT. Next, you will notify the target device and the application will be installed and
additional inventory information about applications will be collected.

Installing the Audit for NVDM Discovery of Applications

To install this NVDM Discovery of Applications service to your target device, use the Notify task from
the Management Portal.

1

2
3
4

VO 0 N o~ »n

Click HPOVCLIENTS.
From the Operations task group, click Notify.
On the Notify Opts page, set the Notify Type to Full Connect.

In the Notify Information area, set the command line to
radskman ip=192.168.5.40

Leave the default port set to 3465.

Remove any entries in the User and Password text boxes.

Click Next.

If you like, type a Job Name such as NVDM Discovery of Applications Reporting.
Click Next.

10 Click Submit.

If you want to see what is happening, you can go to the HP OVCM Target Device and double-click the

OVCM system tray icon H You will see the Application Discovery service being installed.
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£ Radia Status - Installing : Application Discovery

®®

Application Discovery Size
Compressed Size

0 kbps
2kb
2kb

00:00:00

Downloading data For application

Viewing the Results of the Inventory Collection

Use the Reporting Server to view the results of the inventory collection.

To view the results of the inventory collection

1 Onthe HPOV Config Mgmt Server, open a web browser and go to
192.168.5.40/reportingserver/.

On the Reporting Home Page, go to the Quick Search area for Inventory Information.
In the Find a Device by Name text box type or HPOV* and click Apply.

The Managed Devices view opens, listing the device that matches the device name you just
entered. In a typical environment you will have multiple listings that matched the search criteria
above.

IE\ Managed Devices

[15items =] | [1-10f1tems =] BH

Details | Last Connect 4 | Radia ID Device IP Address | Operating System
ﬁ 1230265:%52-08 HPOWCLIENT HPOWCLENT 192188510 V;Aécuroosuﬂ ‘Wincdowes XP Professional Version 5.1 2600 [Build  Service Pack

Return to Managed Devices | Return to Top of Page

4 To see the details for HPOVCLIENTS, click & in the Details column.

The Device Summary Report opens.
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Device Hame HPOWCLIENT

Last Connect 2006-05-05 14:40:05
Wendor Whivvare, Inc.

odel Whivware Virtual Platform
Class g,

Serial #

BICS Yersion 07429/03 PTLTD - 6040000
CRU Genuinelntsl 1 7TO0MHzZ

Memory (MB) 256
Operating System
Operating System Level
Languzge

Service Pack 2
English (United States)

Processors
Physical Drives
Logical Drives
CD/OVD Drives
Monitors
Graphics Adapters
Hetwork Adapters
Printers
User Accounts
Windows System Services
Windows Processes
Managed Services
Executable File Scan
Registered Application Scan

AddRemove Programs Scan

Whwware-56 4d 0f 8b 0f 70 12 53-7T009 01 021a 9 eael

Microgoft Windowes XP Professional Wersion 5.1 2600 [Build 2600]

5 To view a particular software report, click the + next to headings such as Windows System
Services, Managed Services, Registered Application Scan, or Add/Remove Programs Scan.

Description

Removshle Storage

Windows Installer

Radia Management Agent

Error Reporting Service

Terminal Services

Metwork Locstion Awareness (NLA)
Performence Logs and Alerts

Logical Disk Manager Administrative Service
Distributed Transaction Coordinator
Remote Access Auto Connection Manager
Remote Access Connection Manager
‘Workstation

Logical Disk Mansger

Plugg and Play

Telnet

User Accounts

| windows System Services

|15 items

Path Hame
CHANDOWS sy stem32isvechost exe -k netsves
COANDOWS sy stem32msiexec exe fiv
C:MovadigmManagement Agentinvdkit exe
CINDOWS Sy stem321svohost exe -k netsves
CINDOWS Sy stem321svehost -k DComLaunch
CrMNDOWS sy stem3disychost exe -k netsves
CINDOWS sy stam3ismiogsy . exe
CANDOWS Sy stem32\dmaddmin exe jcaom
CHAINDOWS sy stem32medic exe
COANDOWS sy stem32isvchost exe -k netsves
COANDOWS sy stem32isvchost exe -k netsvos
COINDOWS sy stem32isychost exe -k netsvos
CINDOWS Sy stem32svehost exe -k netaves
CrMNDOWS sy stem32iservices exe
COINDOWS sy stem 32 tintsvr exe

Mg [1-150ta5tems x| PR

Error control | Startup Mode Status
Mormal Manual Stopped Ok
Mormal Manual Running Ok
Mormal Auto Running 924
lgnore Auta Running [14
Mormal Manual Running (8124
Marmal Manual Running (o128
Mormal Manuial Stopped (0.4
Mormal Manual Stopped Ok
Mormal Manual Stopped Ok
Mormal Manual Stopped Ok
Mormal Manual Stopped Ok
Mormal Auta Running [14
Mormal Auto Running (8124
Marmal Auto Running (o128
Mormal Disabled Stopped .4

Return to Windows System Services | Return to Top of Page

windows Processes

|_§_| Managed Services

Service ID De=cription | Event | Status

23 Application

p 0a MYDM_DISCOWERY _OF _APPLICATIONS PR Install  Successtul
. Discowvery
15:40:48
2006-05-

p 0s RIM_REPORTING RIM Reporting  Install Successiul
15:35:56
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Uninstalled | Verified | Installed | Repaired

2006-05-  2006-03-  2006-03-
08 0g 0g

14:40:21 1440021 144021
2006-05-  2006-05-  2006-05-
03 03 03

14:35:34 143534 143504
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Additional Uses for Inventory Collection

The above information is intended to introduce you to the collecting and viewing of Inventory
information. This component contains a great deal of functionality. Some additional things that you
can do are:

e  Use the Audit Multi Files service to locate all mp3 files on a target device and delete them or
move them to another location.

o Entitle different audits for different users or device characteristics.

Managing Security Vulnerabilities with HP OpenView
Patch Manager Using Radia

Several software vendors, such as Microsoft, Sun, Red Hat, and HP, use Bulletins to announce when
software patches for their products are available. In many cases, you can elect to have these Bulletins
e-mailed to you to alert you to new security issues. These exercises illustrate how to use HP
OpenView Patch Manager Using Radia to acquire and apply patches to the appropriate target devices
to bring your Radia managed-devices into compliance as quickly as possible. Compliance means that
the computer is not vulnerable to the security issue described in a bulletin or security advisory.

To learn about Patch Manager, you will perform the following tasks:
e  Acquire patches and publish them to the Radia database
e Use the Reporting Server to view acquisition reports.

o Entitle and deploy the Discover Patches service to determine if a target device has any
vulnerabilities.

e  Use the Reporting Server to view a compliance report by device.

e Bringa vulnerable device into compliance by entitling it to the patch service and deploying the
patch.

For this demonstration, remember that you are running VMware in a host-only environment
and do not have internet access. Therefore, you will acquire patches from a local folder that
you prepared earlier, rather than Microsoft’s web site.

Performing a Patch Acquisition
You can create acquisition setting files that can be saved and used repeatedly. Once you create an
acquisition file, you use the Patch Manager Administrator to run the acquisition using this file.

In this exercise, you will create an acquisition settings file called MS06 and configure it to download
Microsoft patches and the information about the patches. Then, you will use the Radia Patch
Administrator to run the acquisition using this file.

To create an acquisition settings file

1 Onthe HPOV Config Mgmt Server, open a web browser and go to
http://192.168.5.40:3469/patch/manage/admin. tsp.

2 From Configuration, click Acquisition Settings.

3 Click New to create a new file.
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4 TypeMsO06 for the file name and Microsoft 2006 for the description, then click Next.

5 In Bulletins type MS06* to get all bulletins that start with MS06. In this field you are searching
for all Microsoft patches made available in 2006. This is Microsoft’'s naming convention.

6 Inthe Microsoft Setting Section, set Acquire Microsoft Patches? to Yes.
Click Next.

8 Click Finish to save the acquisition file you created.

~ Select Acguisition File

4

File Hame Description Last Modified
ﬂ MS0E Microsoft 2006 2006-05-04 15:37:15

M Cancel |/

To run the acquisition
1 From your web browser, go to http://192.168.5.40:3469 /patch/manage/admin.tsp.
From Operations, click Start an Acquisition.

Click MSO06 to select that acquisition file.

AOWN

Click Submit to start the acquisition.

) The acquisition may take approximately 20 minutes.

When the acquisition is done, you will see a message indicating its success in the browser. A log file,
patch-acquire.logiscreatedin C: \Novadigm\IntegrationServer\log.

Viewing Acquisition Reports

Acquisition reports show the successes and failures of the patch acquisition process. You can use the
Reporting Server to view web-based reports for the Patch Manager.

To view the acquired bulletins from the Reporting Server

1 From your web browser, go to http://192.168.5.40 /reporting/.

2 From Reporting Views, click Patch Management Reports and then click Acquisition
Reports.

3 Click Acquisition Summary to see the summary of all of your acquisitions. This includes the
number of bulletins, patches and errors for each acquisition session. In addition it provides links
to the acquisition reports for all bulletins and patches.

(§) Acquisition Summany

#Bulleting | #Bulleting # #Patches | #Patches Publighing
Added Updated Patches Added Updated Errors | Machine

2006-05-04  2006-05-04

153832 155135 MICROSOFT 10 10 o 110 110 o 20 hpov_server

Return to Acquisition Summary | Return to Top of Page

4 Click on the number in the Bulletins column to see the bulletins that were requested as part of
this acquisition.
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At the bottom, notice the exception report. These are bulletins that were acquired but may not
be supported by Patch Manager. If you review this report, you will notice that the Reason column
may say “Currently not supported product” which means that these patches cannot be applied to
the target device using Patch Manager.

cquisition by Bulletin

-1otiotems | [

Applicable

Patches fodified
WEOE-010 CWVE-2006-  Vulnerabilty in PoswerPoint 2000 Could Allowy Information Disclosure 1 2006-05-04 2006-05-04
B o004 (8891E7) 15:38:32 18:38:32
WE0E-009 CWVE-2006-  Vulnerabilty inthe Korean Input Method Editor Could Aoy Elevation 12 2006-05-04 2006-05-04
a ooo0g of Privilege (901190) 15:38:32 18:38:32
o WE0E-008 CWVE-2006-  Vulnerabilty in ek Client Service Could Allow Remote Code 14 2006-05-04 2006-05-04
oms Execution (911927 15:38:32 18:38:32
CAMN-2008- . . - 2006-05-04 2006-05-04
o MS06-007 0021 “ulnerabilty in TCPAP Could Allow Denial of Service (31 3445) 14 15:33:32 15:33:32
o WS OE-008 CWE-2006-  vulnerabilty \E\Mndows Medlia Playet Plugin Could Allow Remate 18 2006-05-04 2006-05-04
a 0005 Code Execution (911564) 15:38:32 18:38:32
WE06-003 CWE-2006-  Yulnerability in vWindowss Media Player Could Al Remote Code a 2006-05-04 2006-05-04
B 0006 Exgcution (911565) 15:38:32 18:38:32
" . 2006-05-04 2006-03-04
MS06-004 Cumulative Security Updste for Internet Explarer (310620 1 15:33:32 15:33:32
WEOE-003 CWE-2006-  Yulnerability in TMEF Decoding in Micrasoft Outlook and Microsatt & 2006-05-04 2006-05-04
a ooz Exchange Could Allow Remote Code Execution (90241 2) 19:38:32 19:38:32
o MS06-002 ulnetabilty in Embedded Web Forts Could Allow Remote Code 18 2006-05-04 2006-05-04
Exgcution (905519) 15:38:32 18:38:32
o MS06-001 Yulnetabilty in Graphics Rendeting Engine Could Allow Remate 18 2006-05-04 2006-05-04
i Code Execution (912918) 19:38:32 15:38:32

Return to Acquisition by Bulletin | Return to Top of Page

cquisition Exceptions by Bull

waone ane - VWE-2006-  ulnerahility in Weh Client Service Could Allow Remote Code  Currertly not supported - 2006-05-04

Entitling the Target Device to the Discover Patches Service

Next, you will use the Management Portal to entitle the target device to the Discover Patches service.
The Discover Patches service uses the data from the acquisition to scan the target device for
vulnerabilities. Discover patches scans only for vulnerabilities to the patches that you acquired.

To entitle the target device to the Discover Patches service
1 Go to the HOPV Config Mgmt Server machine.
2  Loginto the Management Portal using the user id admin and the password secret.

3 Go to Directory, demo.

) If you need to restart the Directory Service for Active Directory, select demo, and from the
Infrastructure task group select Start Directory Service.

4 Go to Computers, HPOVCLIENTS.
5 From the Policy task group, click Modify Policies.
6 Click Patch Management, and then click the check box next to Discover Patches.
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7 Inthe Browse area toolbar, click 0 to add the Discover Patches service to the Policies list. It
will display as May + patchmgr/discover_patch.

8  Click Commit on the bottom of the page.

Installing the Discover Patches Service

To install this Discover Patches service to your target device, use the Notify task from the
Management Portal.

1 Click HPOVCLIENTS.

2 From the Operations task group, click Notify.

3 On the Notify Opts page, set the Notify Type to Full Connect.

4 In the Notify Information area, set the command line to
radskman dname=PATCH,ip=192.168.5.40

5 Leave the default port set to 3465.

6 Remove any entries in the User and Password text boxes.

7 Click Next.

8 Ifyoulike, type a Job Name such as Discover Patches.

9 Click Next.

10 Click Submit.

If you want to see what is happening, you can go to the HP OVCM Target Device and click on the

OVCM system tray icon Bsll. You will notice that the client is scanning for Patch Vulnerabilities on the
target device.

% Radia Status - Installing : Scanning for Patch ¥ulnerabilities ['5__(|
®® 2,

Scanning For Patch Yulner abilities

—

25321 kbps

27172kb

4964 Kb

Time: Left 00:00:08

Downloading C:\PROGR A1 MovadigmiLibywiAlwsusscan. cab

Viewing Compliance Data

Use the compliance report in the Reporting Server to identify which devices are vulnerable and need
to have the acquired patches applied.

To view the Compliance Report from the Reporting Server

1 Onthe HPOV Config Mgmt Server, open your web browser and go to
http://192.168.5.40 /reporting.

Using the HP OpenView Configuration Management Solutions 109



2 From Reporting Views, click Patch Management Reports and then click Compliance
Reports.

Click Compliance by Devices to see the list of devices.

In the Device column, click HPOVCLIENT to see the list of applicable patches. Note that this
target device is vulnerable to MS06-001 through MS06-008.

= [ﬁ] Compliance by Device by Bulletin
@ |15tems x| K4 [1-catstems x| B}
Bulletin = Product / Release (R
Language
Sulnerabilty in ek Client Service . PATCH RISK Bulletin
€  MS06.008  Could Allow Remote Code Execution mz:gaz :’g ;’;fi:'g';::jz en MS06-005 - risks have 23%'_35'2_54809
(911927 heen detected
e MS06-007 Wulnerahility in TOPAP Could Allowe  Windowes XP Professional ¢ & :;;BEHUE‘?SK'_E?!E:’;% 2006-05-09
: Denial 0f Service (913448) Windows ¥P Sarvice Pack 2 s 10:56:48
[}\ heen detected
Wulnerahility in Windows Media PATCH RISK Bulletin
£ MS0B-006  Player Plugin Could Allow Remote ngmz i'; ng:s'gzg:{; en MS0B-006 - risks have 23355.2542.9
Code Execution (911564) been detected T
Sulnerabilty in Wincdows Medis Windows Media Playver 9 Series PATCH RISK Bulletin 20060509
0 MS06-005  Player Could Allow Remote Code for Windows XP JWindows XP En MS06-005 - risks have 1EI'5-B'Q-8
Execition (911565) Service Pack 2 been detected
Wulnerahility in Embedded Wieb . PATCH RISk Bulletin
€ MS0E-002  Forts Could Alow Remote Code m;ggaz ii ;;”ﬁz;';gz:{; en MSOB-002 - risks have 2?3'_35'2_5;8”9
Execution (905519) heen detected T
Yulnerabilty in Graphics Rendering . PATCH RISK Bulletin
£ MS0B-001  Engine Could Allow Remote Code ngmz ig ;2::?322::2 en MS0B-001 - risks have 22355'25;809
Execution (912513) been detected T

Return to Compliance by Device by Bulletin | Return to Top of Page

Deploying the MS06-005 Patch

In this section, you will use the Management Portal to entitle the target device to the acquired patch
service. Of the bulletins acquired, MS06-005 is one that the target device is both vulnerable to and is
supported by Patch Manager. If you return to your Acquisition report, you will see an Exception
report at the bottom of the page. Note that for some acquired bulletins, the “Reason” column states
that the product to be patched is “currently not supported”.

Entitling the target device fo the MS06-005 Patch

To entitle the target device fo the new patch

1 Onthe HOPV Config Mgmt Server machine, log into the Management Portal using the user id
admin and the password secret.

2 Go to Directory, demo.

If you need to restart the Directory Service for Active Directory, select demo, and
from the Infrastructure task group select Start Directory Service.

Go to Computers, HPOVCLIENTS.
From the Policy task group, click Modify Policies.

o~ W

Click Patch Management, then click the check box next to MS06-005.

6 Inthe Browse area toolbar, click 0 to add the Discover Patches service to the Policies list. It
will display as May + patchmgr/ms06-005.

7 Click Commit on the bottom of the page.
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Installing the MS06-005 Patch

To install this MS06-005 Patch service to your target device, use the Notify task from the
Management Portal. By installing MS06-005, the target device is no longer vulnerable to this security
issue.

To install the MS06-05 patch

1

AW N
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Click HPOVCLIENTS.
From the Operations task group, click Notify.
On the Notify Opts page, set the Notify Type to Full Connect.

In the Notify Information area, set the command line to
radskman dname=PATCH,ip=192.168.5.40

Leave the default port set to 3465.

Remove any entries in the User and Password text boxes.
Click Next.

If you like, type a Job Name such as MS06-005 Patch.
Click Next.

10 Click Submit.

If you want to see what is happening, you can go to the HP OVCM Target Device and click on the

OVCM system tray icon ﬂ You will see MS06-005 installed on the target device.

To view that the device is in compliance with MS06-005

1
2

From your web browser, go to http://192.168.5.40 /reporting.

From Reporting Views, click Patch Management Reports and then click Compliance
Reports.

Click Compliance by Devices to see the list of devices.

In the Device column click HPOVCLIENT. Notice that the target device now has the MS06-005
patch installed.

'E] Compliance by Device by Bulletin

EVEEN |[15tems x| K4 [1-8ot6tems x| B

Status | Bulletin - Product / Release Fateh
Language
Wulnerability in Web Client Serwce_ \Windowes ¥P Professionsl § PATCH RISK Elullehn 20060509
Q MS06-005  Could Allow Remote Code Execution \Windavrs XP Servies Pack 2 En MS06-008 - rizks have 11:08:41
(811927 heen detected )
m MS06-007 Wulnerahility in TCPAP Could Allow: Windows XP Professional § an iﬂ’gTUgHUE!r'SKrEﬂE:EVE 20068-05-09
: Denial of Service (913446) Windows XP Service Pack 2 el 11:08:41
wulnerability in Windows Media . PATCH RIZK Bulletin
€ MSOE-006  Player Plugin Could Alow Remote 0 ¥P Professional { en MSOG-006 - risks have  ZoooCon
Cotle Execution (311564) UITEBSHP SIRIEE FIER S been detected BB
Wulnerahility in Windows Media Windows Media Player 9 Series
2006-05-09
D MS06-005  Player Could Allow Remote Code for windows XP SAincows XP en 1 69 D-S
Execution (911565) Service Pack 2
Wulnerability in Embedded Wisk \Windowes ¥P Professional f PATCH RISK Eullehn 2006-05.09
0 MS06-002  Fonts Could Allow Remate Code Windows P Service Pack 2 en MS06-002 - rizks have 110841
Execution (908519) been detected
Vulljerabllrl\f in Graphics Rendering \Windowes ¥P Professionsl § PATCH RISK Elullehn 20060500
Q MS06-001 Engine Could Allows Remote Cods \Windawws ¥P Servics Pack 2 En MS06-001 - rizks have 11:08:41
Execution (912919) heen detected )

Return to Compliance by Device by Bulletin | Return to Top of Page
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Tracking Application Usage with HP OpenView Usage
Manager Using Radia

The HP OpenView Usage Manager Using Radia tracks software usage across your enterprise. While
the Inventory Manager also audits software, it only reports on the application status, not usage.

In order to introduce you to the Usage Manager, you will perform the following tasks:

Configuring the Enterprise Collection service
Entitling the Enterprise Collection service
Installing the Enterprise Collection Service
Initiating Data Collection

Creating Usage Data to be collected

Viewing Reports

Due to the limited number of target devices and data in this demonstration, you will be able to view
only a small subset of data. This is not a typical use case scenario.

Configuring the Enterprise Collection service

In order to deploy the Client Install - Enterprise Collection service to the target device, it must be set
to mandatory. This allows us to notify the target device and deploy the service without any user
interaction.

To configure the Enterprise Collection service

1

® N o 00 WN

On the HPOV Config Mgmt Server, open the Management Portal. Remember, the log in is admin
and the password is secret.

Click the ZONE: Demo icon, then click Configuration, and then click Primary.

Click Usage.

Click Application.

Click Usage Mgr Client Install- Enterprise Collection.

In the RCS Administration task group, click Modify Instance.

From the Mandatory or Optional Service drop-down list box, change the selection to M.

Click Modify.

Entitling the Enterprise Collection service

In this section, you will use the Management Portal to entitle the target device to the Client Install -
Enterprise Collection service.

To entitle the Client Install — Enterprise Collection service to the target device

1
2
3

Go to the HPOV Config Mgmt Server machine.
Log into the Management Portal using the user id admin and the password secret.

Go to Directory, demo.
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) If you need to restart the Directory Service for Active Directory, select demo, and from the

N o~ o M

Infrastructure task group select Start Directory Service.

Go to Computers, HPOVCLIENTS.
From the Policy task group, click Modify Policies.
In the Browse area, click Software Management, then click Usage.

Click the check box next to Usage Mgr Client Install — Enterprise Collection.

In the Browse area toolbar, click L+ to add the to Usage Mgr Client Install - Enterprise Collection
service to the Policies list. It will display as May + usage/client_install_enterprise.

Click Commit on the bottom of the page.

Installing the Enterprise Collection Service

To install this Usage Mgr Client Install - Enterprise Collection service to your target device, use the
Notify task from the Management Portal.

) By default, Usage information is collected on a weekly basis on Sundays at midnight.

1

w
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Click HPOVCLIENTS.
From the Operations task group, click Notify.

In the Notify Information area, set the command line to
radskman dname=SOFTWARE, ip=192.168.5.40

Leave the default port set to 3465.

Remove any entries in the User and Password text boxes.
Click Next.

If you like, type a Job Name such as Usage Report.

Click Next.

Click Submit.

If you want to see what is happening, you can go to the HP OVCM Target Device and click on the

OVCM system tray icon Bsll. You will see the Windows Installer client installation.

Initiating Data Collection

By default, data is scheduled to be collected on the first of the month and repeat once a week every
Sunday at midnight.

For this demonstration, you will force the collection of inventory and usage data. After the usage
client is installed, two files, usdbinvn.exe and usdbcoll, are located on the target device in
C:\Program Files\Novadigm\Application Extensions\Bin.

Forcing collection of inventory data

Rather than waiting for the scheduled collection, you can go to the target device to force an inventory
collection.
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To force an inventory collection on the target device
1 Onthe target device, go to Start>Run.

2 Inthe Open text box, type C: \Program Files\Novadigm\Application
Extensions\Bin\USDBINVN.exe and click OK.

The inventory information is stored in the history.usdbase file in C: \Program
Files\Novadigm\Usage Manager.

Creating Usage Data to be collected

Once the Collection service has been installed, double-click Software Congrats on the target device.
This runs the application so that you have some usage data to be collected.

Forcing collection of usage data

To force usage collection on the target device
1 On the target device, go to Start>Run.

2 Inthe Open text box, type “C: \Program Files\Novadigm\Application
Extensions\Bin\usdbcoll.exe” DatabaseName=Entire Enterprise and click
OK.

This takes the active usage data and merges it into the history file and then reports it to the server.

Viewing the Results
Now, you can use the Reporting Server to view the results of your Usage Manager Collection.

To view the results of the usage collection

1 Onthe HPOV Config Mgmt Server, open a web browser and go to
http://192.168.5.40 /reporting/.

2 Inthe Reporting Views group on the left, click Usage Manager Reports, Monthly Usage
Reports, Product Reports and then click Monthly Usage by Product.
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http://127.0.0.1/reporting/

Usage Manager Devices

=] @ Monthly Usage by Product Version

) @ 15oteetems | [
Product Hame

Hewwvlett-Packard Raciamsi 4010 1 1 0 100 [ 0:04:58 o2
HP &% Chi Demonstration 1.001 1 1 1} 100 [ 0.00:48 0:00:00
licrosoft® Yisual Studio NET 71030524 1 1 [t} 100 [ ) 00031 0:00:.00
[undefinec] [undefined] 1 1 1} 100 [ ) 0.o7As 0:00:00
Radia Application Extension . i
——— 3103 1 1 a 100 [ ) 102:40:15 0:00:00
Radia Application Extension

Framework 31035 1 1 1} 100 [ ) 0.00:08 0:00:00
Radia Application Extension ” ey
————rs 31036 1 1 a 100 [ ) 2933535 0:00:00
Fadia Application Manager 4010 1 1 1} 100 [ 190:08:42 0:03:24
Fadia Tcl Rurtime §4.120 1 1 [t} 100 [ ) 2933431 0:00:.00
Radia Usage Mansger 31.057 1 1 a 100 | 00134 0:00:00
Radia Usage Manager 34069 1 1 [1} 100 [ ) 00025 0:00:00
Radia Usage Manager 31078 1 1 1} 100 [ ) 0:00:12 0:00:00
Radia® 4000 1 1 a 100 [ ) 00507 0:00:00
Radia® 4010 1 1 a 100 [ ) 8812224 0:00:00
Fadia® Software Manager 4.0.00 1 1 [1} 100 T n0%53 Q057

Notice the list of products and the information about each of the products. We are going to focus
on HP OVCM Demonstration which is the product name for the Software Congrats application.

3 Click HP OVCM Demonstration.

Here you can see the application name, which is installed and has been used.

Usage Manager Devices

Monthly Usage by Application

[15tems x| K4 [1-10f1kems »| B

Application Hame Installed % Usage Status Usage Time Focus Time
Congrats Exe 1 1 il 100 [ ] 0.00:48 0:00:00

4 Click the + to the left of Usage Manager Devices.

This displays all of the devices that have usage information for the HP OVCM Demonstration
(Software Congrats) application. Again, since this is a demo environment and there is a single
target device, you are unable to see how this is filtered. But, imagine you had 10 devices and only
five had usage data for this application. The Usage Manager Devices report would list only those
five devices.

=] Cﬁ] Usage Manager Devices

48 9 [15tems =] Mg [1-1ct1ems =] PR

Device T | Domain Users | Operating System Products Usage First Collection Last Collection

hpovclient  demo.hpcom 3 ‘Windowws KP Professional  Service Pack 2 Show Product Usage  2008-05-15 11:36:00  2006-05-16 05:09:00
Return to Usage Manager Devices | Return to Top of Page

=] @ Monthly Usage by Application

] @ 2 [15items =] K4 [1-1at1items x| B}

Application Hame Installed Unused % Usage Status Usage Time Focus Time
caongrats Exe 1 1 1] 100 | ) 00045 00000

Return to Monthhy Usage by Application | Return to Top of Page

Additional Uses for Usage Manager

The above information is intended to introduce you to the Usage Manager. The Usage Manager
provides insight into the software being used in your environment. This information can be used to
answer the following questions:
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Are you using more licenses than you own?

Do you have software that was purchased and installed but remains unused? These licenses can
be reclaimed and reused instead of purchasing new licenses.
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Summary

This document should have provided you with a good starting point for your journey to
understanding the HP OpenView Configuration Management Solutions. You should be comfortable
with:

e Describing the products that you learned about in this guide.

e Installing and configuring the solutions in this guide. Please remember that if you are using the
solutions in any other environment, you must refer to the mainstream documentation for

installation instructions and use the standard \media‘. Commented [TES6]: Need to fill in where they would find
this information. If you know, please respond.

e Using the HP OpenView Configuration Management Solutions to complete basic tasks.

Now that you have an introduction to some of the solutions, you can access additional resources to
learn more.
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/ Advanced Exercises

This chapter is a follow on to the previous chapter. It contains an advanced exercise that you may
choose to perform based on your comfort level with the solutions that you have learned about so far.
If you feel very comfortable with the previous information, it is recommended that you proceed. If
not, please review this document again or refer to the Related Documents on page 10 to expand your
knowledge.

Packaging and Publishing Windows Installer (MSl)
Applications

The Radia Packager for Windows Installer (WI) is a suite of components that give you the tools to
easily create, modify, customize and manage Windows Installer Packages.

In order to introduce you to the Radia Packager for Windows Installer, you will perform the following
tasks:

e Create an MSI package.

e Modify the library.

e Package the modified library.

e Publish the package the Radia Database.

For these exercises, you will use a sample application which includes the following files:
Congrats.exe; Congrats.ini and a Desktop Shortcut that you will create.

Currently, when Congrats.exe executes, it displays a simple message window using values set in
Congrats.ini. This file reads as follows:

[STRINGS]
Title=AppTitle

Message=AppMessage

When Congrats.exe is run, the message window appears as follows.

ropritie ST

AppMessage

Creafing an MSI Package

First, you will use the Unified Package Creation Process of the Radia Packager for Windows Installer
(WI) to create an MSI package for the Congrats.exe application. The unified process builds a package
in a single, streamlined session. It produces a state file containing the resources needed by the
application. From this state file, the unified package creation process builds a library file and then
uses the library to create the Windows Installer Package for the application.
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To create an MSI package

1
2

12
13
14

15
16
17

Advanced Exercises

Create a folder C: \Program Files\Congrats\ onthe HPOV Config Mgmt Server machine.

From the DVD, copy \Resources\Congrats\Congrats.exe and Congrats.ini to
C:\Program Files\Congrats\.

Create a shortcut to Congrats . exe on your desktop.
On your desktop, double-click Radia Packager for WI.

From the Radia Packager for Windows Installer wizard, select Unified package creation
process.

In the Select the Package Creation Method and Name section, do the following:

a Select Resource Selection. This creates a package from a set of known resources.
b Under Resource Selection, click Include related shortcuts.

C Inthe Package Name text box, type CAP Software Congrats.

d  Click Next.

On the Select Resources dialog box, set the filter as follows:

a  Go the Files resource and click the check box to clear any current selections. The check box
for Files should now be a white box without any check mark.

b Go to the Registry resource and click the check box to clear any current selections.
Expand the Files resource and browse to C: \Program Files\Congrats.

Select the check box to the left of Congrats. (This selects all of the files contained in the
\Congrats directory.)

Click Next.
The Installation Analysis, State File and Library Analysis take place.
On the Modify Library Installation Settings dialog box, click Next.

In the Select the package creation mode area, leave the default Add to a New Product selected
and click Next.

On the Enter the Product Name, Version, Release and Build Numbers dialog box, leave the default
settings.

Click Next.
In the Windows Installer Options dialog box, click Platform Requirements.
In the Package Platform Requirements dialog box, clear the Only install if platform

requirements are met check box and click OK.

Since this application can run on any Windows platform, clearing this checkbox during
the packaging process ensures us that Windows Installer will not prevent the package
from being installed onto any Windows version. During the publishing process, you will
select which Windows platforms to allow.

Click Next.

The Windows Installer package is created. When package creation is complete, click Finish.

GotoC:\Program Files\Novadigm\AdvPub\Product\
CAP Software Congrats\WinNT\1.0.O0 toview the contents of the package. You should
see the following entries:

— Package.Cab
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Package.lIState
Package.Msi
Setup.Exe

Setup.Ini

Modifying the Library

If you were to run the setup.exe file created above, the application would be installed and if you ran it
you would see the following message:

nopritie ST

AppMessage

Instead of publishing the current package, you can modify the installation settings so that the Title
and Message will be substituted with information entered by the user upon installation. This task
demonstrates how to modify a library and define substitutions.

In this exercise, you will replace the values of the title and message string in Congrats.ini with User
Interface variables. The default values of the new variables will be:

Title= Congratulations!

Message= You successfully installed this application using Software
Manager.

Establishing these variables provides the user control over the final values that are distributed in the
application to the target device.

To define substitutions for the title and message strings

1

o A WN

On your desktop, double-click Radia Packager for WI.

From the Radia Packager for Windows Installer wizard, select Refine Selected Components.

Click Modify a Library and click Next.

Click Modify Installation Settings and click Next.

Select the Library named CAP Software Congrats and click Next.

On the Modify Library Installation Settings dialog box, right-click Files and select
Substitutions.

Now, you will specify the Search/Replacement criteria used to substitute the Title string value
with a new variable, AppTitle. The value for AppTitle will be entered during the installation.

a
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From the Substitutions window, right-click Search/Replace criteria and select Add
Search/Replace Criteria.

In the String text box, type AppTitle and click OK.
In the Replace search string with area, select Replacement Variable.
Click Add a Replacement Variable.

For the Variable type, click User Interface. User Interface variables automatically add dialog
boxes to the installation process allowing users to enter values of their choice.

In the Name text box, type APPTITLE and click OK.
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) You must enter APPTITLE in all caps.

g

h
i

j

In the Variable Description Displayed by the User Interface text box, type a prompt for
the user interface, such as:

Enter a title for the application.
In the Default Value area, type the default value of Congratulations!
Click OK.

Click OK again to return to the Substitutions window.

8 Now, you will specify the Search/Replacement criteria used to substitute the Message string
value with a new variable, APPMESSAGE. The value for APPMESSAGE will be entered during the
installation.

a
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Right-click on Search/Replace Criteria and add the search string: AppMessage.
Click OK.

In the Replace search string with area, select Replacement Variable.

Click Add a Replacement Variable.

For the Variable type, click User Interface.

Type APPMESSAGE as the Name and click OK. You must enter this in all caps.

In the Variable Description Displayed by the User Interface text box, type a prompt for
the user interface, such as:

Enter a message to display when the application runs.
In the Default Value area, type a default value, such as:

You successfully installed the application using Software
Manager!

Click OK and OK again to return to the Substitutions window.

9 Next, you must specify when the substitutions should apply.

a
b

C

Right-click the Search/Replace Criteria entry for AppTitle and select Find Search String.

In the Resource Name area, check the box next to the occurrence found within the ini file,
and click OK.

Repeat steps a and b (above) for the search string AppMessage.

10 Click OK to close the substitutions window.

11 On the Modify Library Installation Settings dialog box, click Next.
12 Click Finish.

Packaging the modified library

In this exercise, you will update the initial package with the modified library and also add a Custom
Action EXE that will automatically run the Congrats application after it is installed.

To update the package

1 From the Radia Packager for Windows Installer menu, select Package Components.

2 Click Modify a Package and click Next.

Advanced Exercises
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10
11
12
13

14
15

Click Rebuild a Package and click Next.
Select the CAP Software Congrats product to modify, and click Next.
Select the CAP Software Congrats package to modify, and click Next.

Select the CAP Software Congrats library from which the package will be created, and click
Next.

In the Advanced Options dialog box, click Custom Actions.

In the Set the Desired Custom Actions dialog box, you will create a custom action that will cause
the application to run immediately after it is installed. To do this:

a  Right-click Executables and select Add an Executable.

b In the Enter a description, type, and source for the new executable text box, type
CongratsEXE.

For the Executable Type, select Exe.
Select Executable file is installed with the Package.
Click OK.

- O QO 0O

In the Executable File Name text box, leave the default location of the application as
C:\Program Files\Congrats\Congrats.exe.

g Click OK.

In the Set the Desired Custom Actions dialog box, add an Installation Action that will run the
application after installation.

a  Under Installation Actions, right-click on After Installation Actions, and select Add an
Action.

b Inthe Action Name text box type Runcongrats and confirm that CongratsEXE is
selected as the executable to run.

c Click OK.

d Inthe Set the EXE Action Properties dialog box, leave the defaults and click OK.
e Click OK again to exit the Set the Custom Actions dialog box.

In the Advanced Options dialog box, click Next.

When Package Analysis is complete, click Next,

Review the Package results and click Next.

Continue to click Next until the Package Creation dialog box opens. When the Package Creation is
completed, click Next.

Click Finish to exit the Packaging session.

Close the Radia Packager.

Publishing the Windows Installer Package

Now that you have an MSI package for the CAP Software Congrats program, you can use the Radia
Publisher to publish it to the Radia Database.

0

Before beginning this publishing exercise, go to Start->All Programs->Control
Panel>Add or Remove Programs to confirm that the CAP Software Congrats or Software
Congrats applications are not currently installed on your machine. If either of these programs
is installed, remove them before performing this exercise.
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To publish the Windows Installer Package to the Radia Database

Advanced Exercises

Go to Start->All Programs—->Radia Administrator Workstation>Radia Publisher.

Complete the initial Radia Publisher dialog as follows:

a
b
c
d

Type a User ID of RAD_MAST.

Leave the password blank.

Leave the Type of data to publish set to Windows Installer.
Click OK.

Complete the Select window as follows:

a

b

C

Select the Windows Installer file to publish using the path and filename below:

C:\Program Files\Novadigm\AdvPub\Product\CAP Software
Congrats\WinNT\1.0.0\Package.msi

In the Publishing Mode area, leave the default mode of Advanced.
Click Next.

Complete the Edit window as specified below:

a

Click Admin Install Point:

— Inthe AIP location text box, type C: \aip\CAP Software Congrats
—  Under the Execute user interface check box, click Basic.

— Leave the rest of the default settings.

Click Installation Simulation.

—  Click Run User Interface to see the Windows Installer installation. This simulation
allows you to select features and establish the property values that will be passed when
the application is installed. However, the application will not be installed at this time.

—  Follow the prompts for the Setup Wizard until you are prompted to: Enter a title for
the application.

—  Change the default value of Congratulations! to Great Job!
—  Click Next.

— Leave the message value as is.

—  Continue through the Setup program and then click Finish.

—  You are returned to the Installation Simulation page of the Radia Publisher.

A Do not click Next yet.

Click Features.

—  This allows you to configure the available MSI Features. Leave the default configuration
for your application.

Click Properties.

—  Scroll down the Properties list to VARIABLE_APPTITLE. The check box to the left is
marked because the default value of Congratulations! was overwritten when you
entered Great Job! during the Installation Simulation.
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— Ifdesired, you can modify other Property values at this time. For example, right-click

ARPHELPLINK and select Set the Install Value. In the Install Value text box, type
support.openview.hp.comand click OK.

—  The check box to the left of ARPHELPLINK is marked as well to indicate its value has

been modified.

5 Ifyou choose, you can review the other publishing options, such as Transforms and Upgrade
Options. However, these options do not apply to the current application.

For more information on any Publishing option, refer to the Advanced Publishing Mode topic in
the Publisher Guide for the HP OpenView Administrator Workstation using Radia.

6 After completing the steps above, click Next.

7 The Admin Install Point is created and then the Package Information window opens. Complete
this window as follows:

® QO O T Q

—

g

In the Name field, type CONGRATS_RSM.

In the Display name field, type CAP Software Congrats.
Leave the Domain set to SOFTWARE.

Leave the Description of CAP Software Congrats.

In the Release text box, type 1. 0.

In Limit package to systems with list box, select all Windows operating systems.

Hardware settings are not needed for this package, because the application has no
minimum requirements for memory or processor speed.

Click Next.

8  On the Service Information window, complete the following:

a
b

C

d

In the Name field, type CONGRATS_RSM.
In the Display name field, type CAP Software Congrats.

In the Assignment type area, change Assignment type to Optional, and Management Type to
Manual.

Click Next.

9 On the Publish windows, click Publish.

10 When publishing is complete, click Finish and then Yes to exit.

You application has been published. If you want to see the application, you can use the Management
Portal and click the ZONE: Demo icon, and then click Configuration, PRIMARY, Software, Software
Services and you will see CAP Software Congrats listed.

Amorize Application Congrats CAP Software Congrat.. Defaults
Drag & Yiew GE-CALC Redbox Organizer Remaote Control
Sales Information Software Congrats StratusPad
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If you want practice further, you can entitle this application to a user such as Lisa Black. Then, go to
the target device and open the Software Catalog. The application should appear in the catalog and
you can install it.

Advanced Exercises 125



A Tips and Tricks

Configuring Shared Folders in VMware

You may need to access information from your host machine. One way to do this is to set up shared
folders.

To set up shared folders

) You can use these instructions to set up shared folders on any virtual machine.

1 In VMware, right-click the HPOV Config Mgmt Server tab and select Settings.
2 Select the Options tab.

3 Click Shared Folders (which are enabled by default).

4 Click Add...

The Welcome to the Add Shared Folder Wizard opens.

Click Next.

[&,]

In the Name text box, type the name for the Shared Folder. For example, you may have folders
named Host Desktop or Host C Drive.

7 Inthe Host folder text box, browse to the location of the host folder.
8 Click OK.

9  Complete the wizard without making any changes.

10 Click OK.

11 Repeat this procedure for each shared folder that you want to create.

12 To access your shared folders, open Windows Explorer and then go to My Network Places,
Entire Network, VMware Shared Folders.

13 Expand VMware Shared Folders until you see the folders that you created. You can map these as
network drives for quick access.

Setting Default Options for Notify Commands

If you often repeat a Notify operation, you may want to modify the appropriate Notify task so that it
has default options that pertain to your organization. To do this, you will navigate to a specific Notify
task and then modify the properties for the appropriate type of Notify, such as Radia Full Connect.

To set default options for Notify commands

1 Inthe Navigation area, go to Directory, Zone, Configuration.
2 Inthe workspace, click Tasks.

2 Inthe workspace, click the Notify task that you want to modify, such as Notify.
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3 Inthe workspace, click the type of Notify operation for which you want to set defaults, such as
Full Connect.

[l'F] Radia Management Portal

ator | Logaut  Description:

Navigation (History)
Full Connect
5
@ “Nolily” Refrech Catalog
Group of Tasks
Directory Management B
D Expot
4 Import
Model Administration =
© Add Task Options -
1 —
@ [T [ S tocalintranst &

The Options Properties dialog box opens.
4 Inthe Model Administration task group, click Modify.
The Modify Options dialog box opens.
5 Modify the fields as necessary.
— In the Display Name text box, change the display name of the task.

— In the Command text box, change the default command line for the Notify that you want to
perform.

— In the Port number text box, change the default port number that the Notify daemon will be
listening on.

— If necessary, in the User text box, type the default user name for the target device.

— Ifnecessary, in the User Password text box, type the default password for the target device.
6 Click Modify.

The Options Properties dialog box opens and you can review your changes.

The next time you initiate a Notify and select the notification type that you modified, the new default
settings appear in the Submit Notify—Notify Opts dialog box.

Adding Shortcuts to Your Management Portal Desktop

You can create shortcuts to your desktop in the Management Portal so that you do not have to drill
down to items that you use often.

To add a shortcut fo the desktop

1 Use the Navigation area to go to the item for which you want to create a shortcut. For example,
the figure shows an example of navigating to the *Default Group* for devices by selecting Zone,
Groups, and then Default Group.
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Legend

a Click 'l on toolbar to add desktop shortcut for current location.

When you reach the desired item, click L&l on the Toolbar.

The Add Shortcut to (selected location) window opens, requesting a confirmation.
Click + to confirm that you want to add the shortcut.

or

Click X to indicate that you do not want to add the shortcut.

If you click +/, the shortcut is added to the desktop.

Below, you can see that a shortcut to Default Group has been added to the Desktop.
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